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Glossary 

Acronym Meaning 

BYOD Bring your own device 

CERT Computer Emergency Response Team 

DPMC Department of Prime Minister and Cabinet 

DIA  Department of Internal Affairs 

DLE  Digital learning environment 

DDOS Distributed Denial of Service 

DHB District Health Board 

DNS  Domain name system 

EDK  Evidence Data and Knowledge Group 

GCDO Government Chief Digital Officer 

GCDS Government Chief Data Steward 

GCISO Government Chief Information Security Officer 

GCSB Government Communications Security Bureau 

ILM  Investment logic map  

LSF Living standards framework 

MVO Minimum viable option 

MoE Ministry of Education 

NCEA National Certificate in Educational Achievement 

NELP National Education and Learning Priorities 

NCPO National Cyber Policy Office  

NZQA New Zealand Qualifications Authority 

N4L Network for Learning 

OECD Organisation for Economic Co-operation and Development 

PBC Programme business case 

PISA  Programme for International Student Assessment 

RACI  Responsible, accountable, consulted and informed 

SOC  Security Operations Centre 

SRO  Senior Responsible Owner 

SMS  School Management System  

TEC Tertiary Education Commission 

The Ministry  Te Tāhuhu o te Mātauranga (TTotM) / Ministry of Education (MoE)  

TPHM Te Puna Hanganga Matihiko 

TELA Laptops for Teachers 

TTotM Te Tāhuhu o te Mātauranga 

TALIS Teaching and Learning International Study 

TES  Tertiary Education Strategy 

TIMSS Trends in International Mathematics and Science Study 

VLN Virtual Learning Network 
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1 Introduction 

This Strategic Assessment is the first step in the development of a programme business case (PBC) 

for investment in a multi-year work programme to improve digital support to kura and schools. The 

PBC will establish the case for ensuring kura and schools have access to quality assured digital 

services and are appropriately protected against cybersecurity risks.  

This follows advice provided in four reports
1
 to the Minister of Education during 2021 in response to 

his concerns about cybersecurity in the education sector and the variability of capacity and 

capability of kura and schools to procure and manage their own digital. 

The indicative programme will deliver on these expected outcomes: 

• Support the vision of the Education System Digital Strategy
2 for a safer, more secure, connected 

education system designed to put the needs of learners, and their parents and whānau at the 

centre.  

• Provide better protection to schools’ digital systems against cyberattack and privacy breaches. 

• Assess a range of models for delivering digital services to kura and schools.  

• Take a whole of system approach to enable system cohesion, resilience, scalability and 

sustainability. 

Figure 1: Whole of system approach 

 

The Ministry has developed an indicative programme of work in collaboration with key stakeholders. 

At the Investment Logic Mapping exercise, key stakeholders identified three indicative problems for 

the PBC to address: 

1) Resourcing misalignment with significant legal obligation & educational expectation, 

preventing equitable, effective & efficient digital provision - 40% weighting. 

2) Variable digital behaviours & awareness, increasing cyber risk & impeding learning 

opportunities - 25% weighting.  

3) Lack of a coherent, integrated approach & guidance to digital standards & services, resulting 

in fragmented digital practices, up take & elevated risk - 35% weighting. 

 

1 Education Report: Initial Advice on Cybersecurity in Schools and Kura, 25 June 2021 (Metis 1262630), Education Report: Student 
Management System Vendor Market Options and Recommendations, 29 July 2021 (Metis 1266675), Education Report: 
Strengthening cybersecurity and IT support in kura and schools, 8 Oct 2021 (Metis 1269453), Briefing Note: Strengthening 
cybersecurity in the education sector, 22 Oct 2021 (Metis 1272846) 

2 Education System Digital Strategy: Transforming Education for the Digital Age (2015-2020). The Strategy is being refreshed 
under the leadership of the Education Digital and Data Board. The refreshed strategy will be released towards the of 2022.  
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The Indicative Investment Logic Map (ILM) is provided in Annex 1 together with the list of 

participants.  

The Ministry have identified five workstreams in the Ministry education report dated 8 October 2021 

improve cyber security. The five workstreams are:  

1) Strengthen the assurance of digital systems and applications used in kura and schools 

against interoperability, privacy and security standards, graduated according to the system-value 

and level of risk of each application.  

2) Lift digital capability in the most critical areas starting with Student Management System 

(SMS) and other digital systems and applications, such as schools’ networks, that are critical to 

school operations and/or that store sensitive data.  

3) Review regulatory settings to ensure compliance with the standards, establish opt-out 

conditions where these can be applied, and mandate requirements to report cyberattacks and 

privacy breaches.  

4) Establish appropriate procurement and contracting arrangements, across a broad suite of 

services and system classes to enable the central procurement and management of core digital 

services to kura and schools including on-the-ground digital support.  

5) Provide a set of integrated digital services to kura and schools on an opt-in basis 

comprising the core set of functions necessary to operate safely and effectively. A diagram of 

how this future state could be organised is provided in Annex 4.  

2 Background  

The New Zealand education system is characterised by diverse, self-governed, variable sized 

education providers. There is significant variation in capability and infrastructure across the country. 

Each provider is responsible for their own digital solutions, which vary in quality and create 

fragmentation across the system. This fragmentation has been a feature of New Zealand’s 

education system since it was decentralised under the Tomorrow’s Schools reforms of 1989. 

From mid-2000s an evolution of centralised digital support for kura and schools has included:  

• Direct licensing of software and services for schools (National Software Contracts for Schools - 

Microsoft, Apple, Novell, Symantec)  

• TELA (Leasing of devices for schoolteachers and principals) 

• Web Filtering (subsidy for School zone (Telecom) and Watchdog services) merged into N4L 

• VLN (Virtual Learning Network)  

• ICT Professional Development  

• Connected learning advisory (CLA)  

• Student Management System Accreditation (2005-08) 

• School network upgrade project (SNUP) – completed and replaced by Te Mana Tuhono (TMT) 

programme. 

Some of these services have now ceased, merged, replaced or continued. The majority of these 

initiatives are largely siloed initiatives. 

In 2012 the Network for Learning (N4L) was set up as a Crown company to provide safe and secure 

internet services to New Zealand state and and state-integrated schools and kura, transitioning 

decentralised services to a central delivery body. N4L provides internet connection to schools, 

internet safety and security including firewall, webfiltering, domain name system (DNS) protection, 

and Distributed Denial of Service (DDoS) protection.  
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N4L provides a fast and reliable Wi-Fi connection to schools and includes technical support. There 

is a near 100% uptake of N4L Managed Network. The Ministry’s Te Mana Tūhono programme takes 

the managed network from the school gate into and around the school (the local area network - 

LAN).  There is  approximately 95% uptake for the Te Mana Tūhono programme. 

Outside of the above services, kura and schools are responsible for their own digital systems. Their 

ability to manage and protect their digital environments is highly variable. School boards must 

comply with a range of legislative requirements relating to data and privacy and make sense of 

detailed technical guidance on digital security from relevant agencies. Evidence suggests rural and 

remote schools are particularly isolated from specialist expertise. 

The ransomware attack on the Waikato District Health Board (DHB) in May 2021 brought down all 

IT systems and phone lines. The cyber attackers issued an ultimatum to the Waikato DHB, having 

obtained sensitive data about patients, staff and finances. Subsequent restoration of the backup 

system and data was a costly and significant effort. In response to the lessons learned from the 

MoH attack, the Minister of Education requested advice on the preparedness and resilience of the 

education sector to cope with cybersecurity threats.  

This Strategic Assessment follows advice provided in four reports
3
 to the Minister of Education 

during 2021 in response to his concerns about cybersecurity in the education sector and the 

variation in capacity and capability of kura and schools to manage digital. The Minister agreed to our 

recommendation to transition to a more directly, centrally led managed environment for digital in 

kura and schools, subject to approval of an associated business case and funding. 

2.1 Advice to the Minister of Education during 2021 

On 21 June 2021 the Ministry provided an education report METIS No.1262630: Initial Advice on 

Cyber Security in Schools and Kura. Included in the report were five tactical cyber security actions 

that were initiated immediately worth approximately $6-7m and proposed medium and long-term 

initiatives for design and development. The long-term initiatives will provide greater centralised 

support to the delivery of services and robustly test alternative service delivery models to achieve 

the desired outcomes. 

Subsequently, the Ministry education report dated 8 October 2021 METIS No.1269453 

Strengthening cybersecurity and digital support in kura & schools recommended the continuation 

and expansion of the tactical works and the five workstreams supporting the medium- and long-term 

initiatives. These workstreams were developed by the Ministry for the 2022/3 bid process. A 

summary of the five workstreams and the bid are provided in Annex 7.  

2.2 Budget 2022/23 bids for funding 

Funding has been bid for planning and design work and continued cybersecurity tactical work for the 

2022/23 year. Outyears from 2023/24 will be the subject of the PBC. 

 

3 Education Report: Initial Advice on Cybersecurity in Schools and Kura, 25 June 2021 (Metis 1262630) 

Education Report: Student Management System Vendor Market Options and Recommendations, 29 July 2021 (Metis 1266675) 

Education Report: Strengthening cybersecurity and IT support in kura and schools, 8 Oct 2021 (Metis 1269453) 

Briefing Note: Strengthening cybersecurity in the education sector, 22 Oct 2021 (Metis 1272846) 
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Strategic context  

3 Organisational overview  

3.1 Te Tāhuhu o te Mātauranga | The Ministry of Education  

The Ministry employs approximately 3,000 full-time equivalent staff and provides funding and 

support to 2,445 state and state-integrated schools and kura for approximately 795,400 learners 

and 71,600 teachers. The purpose of the Ministry is to shape an education system that delivers 

equitable and excellent outcomes. 

Te Mahau and the re-designed Ministry were implemented in October 2021 as evidence grew that 

the Tomorrow’s Schools devolved model was inequitable and placed too high a burden on schools 

and kura boards to self-manage. The need to procure and manage their own property, digital and 

other assets are an example of this, putting undue pressure on boards of trustees, leaders and 

teachers and distracting from their focus on delivering high quality education to every learner.  

The core activities of Te Mahau and the redesigned Ministry, are to:  

• Shape the policy, settings and performance of the education system so it is well placed to 

deliver outcomes for ākonga and their whānau, from early learning through schooling and 

tertiary education.  

• Deliver services and support nationally, regionally and locally.  

Te Puna Hanganga Matihiko (TPHM) is the planning and delivery arm for physical infrastructure 

such as schools, and digital infrastructure such as network for learning and licenced products. The 

redesign of the digital services into TPHM reflects a move from digital asset funders to asset 

managers. Digital infrastructure is part of the physical assets provided to schools and enables 

managed services and the DLE to be available for kura and schools.   

The Minister of Education is responsible for appropriations in Vote Education, which for the 2021/22 

financial year covered the following: 

• $2.8 billion for services from the Ministry (depreciation and capital charge on school 

accommodation and Learning Support services being the most significant costs) 

• $1.9 billion for capital expenditure by the Ministry, mainly related to school sector property 

• $10.5 billion for educational services from schools (including teacher salaries), early learning, 

educational services from the New Zealand Qualifications Authority, N4L, Teaching Council of 

Aotearoa New Zealand and other non-departmental providers. Aside from teacher salaries, 

schools' operations grants and early learning subsidies, other significant costs include 

curriculum support and professional development in schools and early learning sectors and 

school transport services. 

3.2 Education digital policy, standards, guidelines, and services 

Historically schools have been left to make their own decisions on digital service policy, standards, 

and guidelines, with limited direction from the Ministry except in some cases where the Ministry has 

a direct funding role or a regulatory function to perform such as Electronic Attendance Registers. 

This is supported by core services delivered by the Ministry and N4L including: 

• Direct licensing of software and services for schools, such as Microsoft and Google  

• Leasing of devices for teachers and principals  
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• Schools’ Digital Helpdesk  

• Managed Network Service via N4L 

• Te Mana Tūhono Network as a Service (providing equipment support, equipment replacement, 

secure access 

• Schools Security Operations Centre (due to be publicly launched in March 2022). 

The rapid pace of change in the education sector has brought new threats and opportunities to the 

industry. This includes cloud and 3rd managed service adoption by schools, increasing cyber 

security threats, complexity of digital services, online and blended learning, management burden for 

many schools and the increasing technical dependency between the different digital services being 

used by schools and kura. 

There are an increasing number of new Ministry initiatives to respond to threats and opportunities 

for schools digital including: 

• Email Protection 

• Backup Guidance 

• Office Productivity as a Service tenancy best practices 

• Cybersecurity Awareness 

• Digital Identity for Online Learning IDP standards and guidance 

• Proposals to establish an assessment function of 3rd party services for schools 

• DNS registration and hosting (subject to change request) 

• Development of a Schools digital Blueprint (subject to change request) 

• 3rd Party Access to School Cloud Tenancies (subject to change request). 

• Vulnerability and Incident Management services from N4L Security Operations Centre (SOC) 

There are increasing technology dependencies between the digital services being delivered by the 

Ministry and N4L and other systems and services that schools independently procure. There is a 

move to the Internet of Things (IoT) so digital devices can be controlled centrally. This is likely to 

drive demands for assurance of digital solutions for schools that will rely on safer technologies.  

3.3 Relevant Public Service Departments 

The PBC will be developed in consultation with the Government Chief Digital Officer (GCDO), 

Government Chief Data Steward (GCDS) and the Government Chief Information Security Officer 

(GCISO). Initial consultation is underway to align our respective work programmes and draw on 

work being done to strengthen system resilience across the public sector. 

3.4 Department of Prime Minster and Cabinet (DPMC) National 
Cyber Policy Office (NCPO) 

The Office leads the development of cyber security policy advice and provides advice to the 

government on investing in cyber security activities.  

The DPMC drafted advice to Cabinet in December 2021 in collaboration with the GCDO which set 

out proposals to strengthen cybersecurity and system resilience across the public sector, with the 

intention also of strengthening cybersecurity in key private sector organisations.  
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4 Alignment to existing strategies 

Provided below is the strategy landscape for digital and data management at the Ministry. The 

landscape can be described as the cascade of strategy to implementation planning for the Ministry’s 

digital investment. Resource constraints lead to prioritisation and value optimisation across the 

delivery suite.  

Figure 2: Ministry Digital Strategy Landscape 

 

The strategic alignment of the programme to the Living Standards Framework (LSF), government’s 

five objectives for education and the digital government partnership and the Ministries digital 

initiatives are provided below.  

Figure 3: Strategic Alignment  
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4.1 The living standards framework 

The proposded PBC maps closely to the knowledge and skills domain for the Programme for 
International Student Assessment (PISA) indicator and indirectly to the attendance indicator. It also 
has a secondary reltationship to the abilty to express identity and feeling safe indicators.  

Table 1: Mapping to the LSF 

The Living 
Standards 
Framework 

Strengthening cybersecurity and digital support for kura and schools 

Knowledge 
and skills 

(Primary)  

Having knowledge and skills appropriate to one’s life stage and continuing to learn 

through formal and informal channels.  

The Treasury LSF October 2021 paper places more emphasis on child welfare 

across the domains. It reflects that many of the experiences that shape children’s 

wellbeing are determined by the adults who care for them.  

PISA Score - Cognative Skills at Age 15 - A contributing indicator to the knowledge 

and skills domain is the PISA mean score for reading, mathematics, and science, 

measured in an international survey every 3 years. The PBC will help ensure 

students have the digital tools necessary to participate in modern society.  

Access to a safe, secure, connected, and interdependent education system is 

necessary to ensure modern curricula can be delivered.  

Regular school attendance – This is a new indicator, measured by the proportion 
of school students attending regularly and recorded onon Education Counts.  
Student attendance is affected if students cannot  connect to a safe, secure online 
environment when unable to attend school in person.   

 

https://www.treasury.govt.nz/sites/default/files/2021-10/tp-living-standards-
framework-2021.pdf   

https://www.treasury.govt.nz/publications/tp/living-standards-framework-2021-
html#section-7 

Cultural 
capability 
and 
belonging 

(Secondary) 

Ability to express identity - Increasingly school social platforms provide a way for 
learners to connect on safe and secure platforms where identity and personal 
development is encouraged. Safe, secure online environments play an important 
role in enabling learners to express their identity, language and culture. 

Safety 

(Secondary) 

Feeling safe - In 2021 ‘Safety’ has been extended to the ‘feeling safe’ indicator 
from the Child and Youth Welbeing Strategy. This indicator includes the 
percentage of young people (aged 12-18) who feel safe (at school, at home, at 
work, online, in the community, where they live). Expanding Netsafe and other 
safety focused packages form part of the programme. These packages specifically 
target safety online.  
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4.2 Government’s five objectives for education4 2020 

The Statement of National Education and Learning Priorities (NELP) and the Tertiary Education 

Strategy (TES) are issued under the Education and Training Act 2020. The PBC will support the 

Government’s five key objectives for education: 

1) Learners at the centre - Investing in safe, secure, interoperable digital technologies for kura 

and schools will help achieve a learner centred education system, making quality education 

accessible for all, providing a consistent user experience for learners, whānau, teachers and 

leaders, and enabling information to travel with learners and educators as they move from one 

education setting to the next.  

2) Barrier free access - Achieving barrier-free access is dependent on all learners and whānau, 

teachers and leaders having access to an appropriate digital device, internet services with 

sufficient data, and safe, secure digital applications that support collaborative teaching and 

learning. Digital capability across the compulsory schooling sector is highly variable and 

disconnected, with 2,500 kura and schools each responsible for their own digital. Investing in 

quality digital services will help ensure all kura and schools have access to safe, secure digital 

systems, tools and services that are designed to enhance education outcomes.  

3) Quality teaching and leadership - In many kura and schools, the need to manage their own 

digital detracts from a focus on quality learning and teaching. Anecdotal evidence
5
 
6
 indicates 

that managing digital is a significant burden for many. In addition, leaders and teachers need 

access to high-quality digital technologies to support effective school and classroom 

administration and reap the benefits of modern digital tools to enhance learning.   

4) Future of learning and work - The Government’s Digital Strategy for Aotearoa aspires that 

New Zealand becomes a leader in digital technologies to overcome the ‘tyranny of distance’; to 

improve lives, expand consumer and career choices, and contribute to solving wider issues like 

climate change
7
. 

The Government’s Digital Technologies Industry Transformation Plan aims to help speed growth 

in jobs and incomes in the Digital Technologies sector
8
. Lifting digital skills is a key dependency. 

Without robust, modern digital tools and systems accessible to all kura and schools, teachers 

will struggle to support learners to be confident users and creators of digital technologies. 

5) World-class inclusive public education - Achieving a world-class education system 

accessible to every learner regardless of where they live and their specific learning needs 

requires access to safe, secure online learning, particularly as disruptions such as COVID-19 

 

4 https://www.education.govt.nz/our-work/overall-strategies-and-policies/the-statement-of-national-education-and-learning-
priorities-nelp-and-the-tertiary-education-strategy-tes/ 

 

5 For example, evidence from the PPTA ICT sub-committee, and from the project to support small and remote schools, Ngā Iti 
Kahurangi, that indicates these kura and schools face similar challenges managing their IT systems as they do their property 
assets.  

6 For example, from NZCERs surveys of principals, including: Learning with digital technologies - NZCER National Survey 
Primary 2019 in which 64% of principals identified the cost of purchasing, maintain and replacing digital devices and 
infrastructure as one of the top four issues.  

7 Te koke ki tētahi Rautaki Matihiko mō Aotearoa, Towards a Digital Strategy for Aotearoa; Discussion Document, October 2021 
(P.1&2) 

8 Cabinet Paper ‘Releasing the draft Digital Technologies Industry Transformation Plan’ refers  
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and the impacts of climate change increasingly require kura and schools to embrace blended 

and online approaches to teaching and learning 9.  

4.3 The Digital Government Partnership 

The partnership was set up in 2015 by the GCDO. The partnership helps the GCDO and GCDS to 

develop and improve the digital and data system across the public service and ensures the public 

service is aligned with the Strategy. The programme aligns with:   

• The Government’s Strategy for a Digital Public Service10  

• The Government’s Digital Strategy for Aotearoa (in development)11  

4.4 Department of Prime Minister and Cabinet and Government 
Communications Bureau  

• The work programme will align to and support proposals by the DPMC and the Government 

Communications Security Bureau (GCSB) to improve cybersecurity and strengthen resilience in 

the Public Service (CAB-21-MIN-0539 Report of the Cabinet External Relations and Security 

Committee Minute.)  

• It will also support the Labour Government’s overarching policy goals for the next three years, 

accelerating the recovery and rebuild from the impacts of COVID-19. 

4.5 Te Tāhuhu o te Mātauranga, the Ministry of Education  

Review of tomorrow’s schools report 

In 2019 the Report ‘Our Schooling Futures: Stronger Together’ was released by the Schools 

Independent Taskforce. This report acknowledged that Aotearoa New Zealand was recently ranked 

33 out of 38 developed countries for its overall educational inequality. It is about building on the 

strengths of the current schooling model while shoring up those areas where more focus and 

support is needed, so that the system is much more connected around learners and their whanau12. 

A key driver in this report for review is to free up more teaching time through efficiency, digital 

connectivity and a better digital learning environment (DLE).  

The Education System Digital Strategy 

Transforming Education for the Digital Age (2015-2020) and work underway to refresh the Strategy. 

The new strategy is scheduled for publication late 2022. The key drivers include: 

• Teaching and learning at any level can make best use of data and digital approaches; and 

• Equity, Capability, Lessons from COVID-19, Wellbeing (Cybersecurity & safety); and  

 

9 https://assets.education.govt.nz/public/Documents/NELP-TES-documents/FULL-NELP-2020.pdf 
 

10 https://www.digital.govt.nz/assets/Digital-government/Strategy/Strategy-for-a-Digital-Public-Service.pdf 
 
11 https://www.digital.govt.nz/digital-government/strategy/towards-a-digital-strategy-for-aotearoa/ 
 
12 https://intranet.moe.govt.nz/communication/internal-ministry-communication/blogger/iona/governments-decisions-about-the-
review-of-tomorrows-schools/ 
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• Acknowledge that growing complexity, costs and need for interoperability of digital   

approaches are increasing demands on providers; Education Portfolio Work Programme 

2021
13 14

 

• Supporting implementation of the Digital Technologies / Hangarau Matihiko curriculum 

• Improve digital access to help address the digital divide in schools  

• Implement the National Certificate in Educational Achievement (NCEA) Change Programme 

(“Digital by default” – check NZQA site for reference). 

4.6 Key interdependencies and constraints 

The following table provides six key programme intendencies. A more detailed list of dependencies 

and constraints is provided in Annex 4.  

Table 2: Key programme interdependencies and constraints 

Programme / 

Initiative 

Interdependency description Importance and management 

Te Rito Dependent on the outcomes of the SMS Managed 

Choice to meet its deliverables and realise its intended 

benefits. This includes student data exchange and 

security. 

Enabling Te Rito purpose 

and objectives by the 

programme.  

SMS Dependent on the SMS Strategy.  Developed as part of the 

programme. 

N4L  Dependent on N4L or an alternative organisation to offer 

additional services over the managed network.  

Keep engaged, particularly in 

the technical design pre-pilot.  

Te Mana 

Tūhono 

Funding and supply chain issues is impacting 

implementation. The programme will provide a blueprint 

of what can be delivered.  

Keep engaged, select 

schools for a potential future 

pilot. 

Managed 

services 

offering 

If a decision is made to provide managed services, the 

programme is dependent on service uptake by kura and 

schools sufficient to realise the expected benefits of the 

programme.  

Potential to establish register 

of interest to support 

development demand 

evidence base.  

Treasury bid 

management 

Sustainable funding of the programme will be 

dependent on a multi-year bid process to secure greater 

certainty of the medium-term programme.  

Engagement with Treasury to 

develop the multi-year 

approach. 

 

13 https://www.education.govt.nz/our-work/information-releases/issue-specific-releases/education-portfolio-work-programme/ 
 
14 https://assets.education.govt.nz/public/Uploads/Cabinet-Pack-Education-Work-Programme-2021-Redacted.pdf 
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5 The need for investment  

5.1 Introduction 

The need for investment is a response to a growing threat of cybersecurity, data protection and 

system interoperability. However, there is an increasing need to provide central digital support to 

kura and schools to enable productivity. The need for investment is supported by the following: 

• A facilitated ILM workshop with key stakeholders and evidence base 

• SWOT Analysis (Annex 2) 

• A Cyber Security in Schools – Baseline Survey (Annex 2) 

5.2 Investment Logic Mapping 

Facilitated workshops were held on 14 December 2021 (Problem Definition) and 17 February 2022 

(Benefits) with key stakeholders. The Ministry Senior Responsible Officer (SRO) - The Chief Digital 

Officer for TPHM attended the ILM workshops. The attendance list is provided in Annex 1.   

The stakeholder panel identified and agreed the following three key problem statements and 

associated weightings of importance. For each problem statement, candidate problem metrics have 

been informed by the programme team and ILM discussions.  

Problem Statement 1: (45%) Resource misalignment with significant legal obligation 

and educational expectation is preventing equitable, effective, and efficient IT provision.  

Cause: Resource misalignment with significant legal obligation and educational expectation.  

School boards are responsible for cyber security and cyber safety. It is difficult for some schools and 

kura to know how to comply with the Privacy Act 2020 and the Education and Training Act 2020 and 

for the Ministry to monitor adherence and school specific support. This is because it is unknown if 

schools are applying an assurance framework including safe and secure access to support Kura 

and School alignment with legal obligations or to gauge school awareness. 

Consequence statement: Preventing equitable, effective, and efficient (three Es) digital provision.  

Approximately $40m is allocated in through the digital component of the annualised operational 

grant from the Ministry to schools and kura. Spending however is approximately recorded as $59m 

or approx. 50% more, based on what is reported to the Ministry through the schools and kura 

annual financial reporting. At a system level this suggests that digital is underfunded compared to 

digital kura and school spending levels. The Cyber Security in Schools – Baseline Survey indicated 

that cost is a factor in deciding on getting external digital support.  
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Figure 4: Barriers to digital support 

 

Source: The Ministry Cyber Security in Schools – Baseline Survey 2021.  

Although this is a small sample, it is also supported by NZ responses to international surveys that 

resourcing is a constraint to the principals, teachers, and students.  

A majority of secondary school’s report spend more than the Ministry of education funding 

irrespective of size and geographic factors whereas most of the primary school’s report spending 

less than the funding envelope. It is possible that primary schools are spending to a budget 

constraint rather than to as minimum standard. 

For both primary and secondary schools there appears to be a correlation between rural and remote 

schools and increased spend per student. The Cyber Security in Schools – Baseline Survey also 

identified that email filtering is likely to be more basic in remote areas.  

There is a range of international evidence demonstrating the impact of resourcing levels on the 

digital learning environment. The K-12 Security Information Exchange (K12 SIX)15 are a non-profit 

organisation that track publicly disclosed cybersecurity incidents in US.  By the end of 2024, 80% of 

K-12/primary-secondary organizations will be forced to increase their use of third-party support 

because of IT staff challenges. Education IT staff are experiencing unprecedented demand due to a 

need to both preserve pre-pandemic practices and to support organizational transformation. Critical 

skills are in short supply, IT capacity is severely stretched, and many educators appear to be 

revaluating their roles. The trending of this issue is described in Annex 2.  

The New Zealand educational sector ‘Tomorrow’s Schools’ review identified significant demand 
amongst education providers to free-up teaching capacity to focus on educational outcomes rather 
than management and administration. This is reflected as problem metric P5. The candidate 
measures for this problem are:  

 

Table 3: Problem 1 metrics 

ID Problem metric Baseline and suggested approach 

P1 Assurance: There is no 
assurance framework including 
safe and secure access to 
support Kura and School 
alignment with legal obligations or 
to gauge school awareness. 

Baseline: Unavailable. Establishment of an assurance 

framework and use, measure and improve cybersecurity 

practices. Audit of the use of an Assurance Framework in 

Schools with a as a non-financial metric during the business 

case process to establish the baseline. 

 

15 https://www.k12six.org/  
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P2 Resource misalignment: Level 
of financial variance between 
school sectors, operational 
grants, and digital expenditure. 

Baseline: Available. Approximately $40m is allocated in 
through the ICT component of the annualised operational 
grant from the Ministry to schools and kura. Spending however 
is approximately $59m. Variance in primary to secondary and 
spend per student based on remoteness.  

P3 Equitable digital provision: 
Minimum service provision. 

Baseline: Unavailable. Audit of the core services that schools 
would benefit from and set as a minimum secure and 
equitable service provision. Non-financial metric. 

P4 Effective digital provision: 
Productivity in learning. 

Baseline: Partly available: Aggregate productive learning 
school time for learning by increasing effective access to 
digitally mediated learning. Non-financial metric - Sample of 
schools based on a set of quality criteria. I.e., digital 
ecosystem DLE. This would be an estimating approach based 
on a sample Financial and Non-Financial metric. 

P5 Efficient digital provision: 
Operational continuity. 
Operational disruption and 
administration time to manage the 
service.  

Baseline: Partially available. Based lined on the cause (I.e., 
power) and time / cost lost due to # incidents resulting in 
downtime; downtime (per X incidents); time to restore/resume 
services, and administration time / cost over and above normal 
operations. This would be an estimating approach based on a 
sample and existing reporting such as N4L quarterly surveys. 
Financial and Non-Financial metric.  

 

Problem Statement 2: (25%) Variable digital behaviours and awareness is increasing cyber 

risk and impeding learning opportunities. 

Cause statement: Variable digital behaviours and awareness. While we lack robust evidence about 

the behaviours and awareness of teachers and school technology providers to manage digital 

systems effectively, we have enough evidence to indicate high variability with particular concern for 

small and isolated schools. Teachers also influence the behaviours of students, including their 

awareness of risks, standards, monitoring, and safety. Behaviours are driven by the skills and 

capability of the schools and digital human resources available to operate the DLE.  

Consequence statement: Increasing cyber risk and impeding learning opportunities. Cyber risks 

are increasing in volume, scope, and complexity. Awareness of the risks is ongoing and requires 

constant understanding of the changing environment that cyber risk can occur. Learning 

opportunities are impeded by awareness, knowledge, diligence, and capability to safely manage the 

DLE. Innovation and access to learning resources can be impeded because of the risk and 

capability of a school’s digital ecosystem to harness the full potential of the learning environment.  

There is a range of international and New Zealand-based evidence demonstrating the impact of 
variable cybersecurity maturity in the education sector. 
 
The K-12 Security Information Exchange (K12 SIX) stated in their 2022 annual report, they note a 
total of over 1,300 incidents during the five-year period since 2016. This represents an average of 
one incident for every 10 US school districts, potentially affecting up to 5.5 million students. They 
also provide evidence that many incidents are not reported, suggesting that 10 to 20 time more 
incidents go undisclosed every year. They attribute the causes to lack of training and guidance and 
inadequate consideration of the security practices of school suppliers and vendors, as well as tech-
savvy students and online criminals. In line with our experiences in NZ, they report that ransomware 
is the fastest growing type of incident. 

 
Microsoft has surveyed the most affected industries in the United States from malware encounters. 
The graph below indicates that of the devises surveyed, the education sector has by far the most 
encounters.  
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Figure 5: Most affected industries from malware attacks 
 

 
Source: Microsoft - https://www.microsoft.com/en-us/wdsi/threats 

 
Ransomware is malware that employs encryption to hold a victim's information at ransom. A user or 
organization's critical data is encrypted so that they cannot access files, databases, or applications. 
Research by Comaritech found that “In 2020, 77 individual ransomware attacks affected over 1,740 
United States schools and colleges, potentially impacting 1.36 million students. We estimate that 
these attacks cost education institutions $6.62 billion USD in downtime alone. Most schools will 
have also faced astronomical recovery costs as they tried to restore computers, recover data, and 

shore up their systems to prevent future attacks”
16

. 
 
The UK Government Cyber Security Breaches Survey 202117 found that 36% of surveyed primary 
schools and 58% of secondary schools had identified a breach or attack in the last 12 months. The 
UK National Cyber Security Centre "(NCSC) has previously highlighted an increase in ransomware 
attacks on the UK education sector during August/September 2020 and again in February 2021. As 
of late May/June 2021, the NCSC is investigating another increase in ransomware attacks against 
schools, colleges and universities in the UK. “The NCSC also advised that” In recent incidents 
affecting the education sector, ransomware has led to the loss of student coursework, school 
financial records, as well as data relating to COVID-19 testing." 18 
  

Teaching and Learning International Study (TALIS) in 2018 for years 7-10 asked teachers if they 

can support student learning using digital technology (e.g., computers, tablets, smart boards). Three 

quarters (76%) of New Zealand teachers felt confident that they could, which was higher than the 

OECD average (67%) but leaves a gap of 24% who are not confident. When asked in this survey if 

ICT is in your professional development activities during the last 12 months New Zealand responses 

showed high proportions of teachers participating in professional development focused on digital 

skills for teaching (73%), again above the OECD average. Although these results are above OECD 

averages, it does not provide a full picture of behaviours and awareness.  

The NZCER 2018 Survey reported 48% of secondary school principals reported that “Dealing with 
inappropriate use of technology” was a top ten issue facing their school.   
 

 

16 Ransomware attacks on US schools and colleges cost $6.62bn in 2020 - Comparitech 

17
 https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2021/cyber-security-breaches-survey-2021-education-

annex  

18 More ransomware attacks on UK education - NCSC.GOV.UK,  UK National Cyber Security Centre, accessed 16/03/2022 
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N4L supplies the internet connection managed network to 2,460 eligible schools and reported 
5.79m security blocks and 7.59m safety blocks in December 2021. Safe and secure schools are 
described by N4L as having web filtering, firewall, DNS, and DDoS on and active. The reasons for 
the blocks are not necessarily all linked to safety or security threats – some are due to school policy 
choices to block specific web sites or online services to students.  
 

In late 2021 the Ministry surveyed a random sample of 203 schools and kura to assess their cyber 

security awareness and needs. Forty-five responses were received from across the schooling sector 

providing a wide-ranging data set. Selected results are provided in Annex 2. The snapshots below 

support problem 2.  

• 46% either only filter for spam and/or obscene language or do not filter at all.  

• 78% of principals who responded said they had not been trained on cyber security.  

• 18% of respondents offer any form of cyber security training to their staff.  

• 43% were sure recovery/file testing had been done.  

 

The results show 82% scoring as poor in awareness maturity. The respondents try to do what they 

can, but don’t always know where to get information from, or have the time needed to dedicate to 

addressing cybersecurity issues.  

Noting that Assurance is included under problem 1, the additional candidate problem measures are 
below. 
 
Table 4: Problem 2 metrics 

 

ID Problem metric Baseline and suggested approach 

P6 Lifting digital behaviours and 
awareness: School boards that 
have a comprehensive set of 
information and policies for 
cybersecurity and personal 
development for staff. 

Baseline: Partly available. Survey of principals and PD 
practice. 

P7 Risk of cyber-attack: The risk of 
cyber-attack is unknown on a 
school-by-school basis. 

Baseline: Unavailable. As part of the PBC Economic Case, 
baseline the current risk profile using an Aggregate Quantified 
Risk Assessment for (a) cyber security risk profile and (b) 
economic analysis for Schools and Kura. It is noted that this 
risk is a factor of behaviour and the P1 and P2 (Problem 1 – 
resources to meet resource obligation). 

 

Problem Statement 3: (30%) Lack of a coherent integrated approach and guidance to digital 

standards and services has led to fragmented digital procurement and elevated cyber risk. 

Cause statement: Lack of a coherent integrated approach and guidance to digital standards and 

services affects interoperability between schools and educational institutions including The Ministry. 

As more learning is online, interoperability becomes more critical. 

Interoperability is also important between applications and data. For example, the lack of ability for 

student data to be transferred when a student changes schools affects a student’s learning 

outcomes. Interoperability is critical, particularly for the learners we are most concerned about who 

are easily ‘lost’ in the system if their data does not follow them as they change education settings.   

Consequence statement: Fragmented digital procurement and elevated cyber risk – Most of the 

cyber risk is with data and applications. Digital standards need to be considered including data 

security. Complexity is increasing. Cyber-attacks are more sophisticated, and our response needs to 
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match this on the supply side of the service offerings. We will need to take a balanced approached 

to avoid being too prescriptive, limiting innovation, agility, responsiveness, and relevance. 

Fragmentation - The current funding approach results in a distributed network of 2,445 state and 

state-integrated schools and kura for approximately 795,400 learners and 71,600 teachers 

connecting to hundreds of suppliers, producing contracts in the tens of thousands. Each school 

receives an operational grant from the Ministry for IT and choose and procure individually from 

suppliers. Supplier contract with individual schools, resulting in thousands of multiple contracts for 

products and services.  

Some digital services are relatively low risk and low value, and of low concern to schools and the 

Ministry. However, any online system faces risks of misuse and require minimum standards of care.  

Other services, such as SMS, are high risk and high value. Where schools or digital providers lack 

resources or capability the risks are compounded. Schools are also disadvantaged by the growing 

complexity of DLE and the lack of interoperability across the disparate products and services. These 

impact the flow of information within and between educational institutions hampering learning 

continuity, knowledge building, intelligence, and reporting opportunities. In addition, we have no 

ability to monitor that schools have appropriate controls in place for security. We rely on individual 

schools’ assurance approaches, which may or may not be in place.  

Cost of sale is a barrier to both international and national suppliers - especially for small schools 

with low marginal revenue opportunities. We have schools who cannot get services due to lack of 

suppliers willing to cover their location. 

Figure 6: Current funding and procurement model 

 

Elevated cyber risk is under problem 2. The candidate measures for problem 3 are: 

Table 5: Candidate Metrics 

ID Problem metric Baseline and suggested approach 

P8 Fragmented digital procurement: 

Individual schools lack buying power 
without the benefit of economies of scale. 
Some vendors are required to contract 
with up to 2500 individual schools. For 
some international Edtech suppliers this 

Baseline: Unavailable. Test this perception with 
potential international market suppliers and then 
for high-risk high value services, baseline a 
catalogue of services centrally procured and 
available as a managed choice compared to 
individually procured services.  
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is a barrier to entry into the NZ market.  
P9 Low interoperability: For key data and 

functions the regulatory settings, technology 
and market commercials do not enable 
learning continuity and interoperability. 

Baseline: Unavailable. Interoperability of key 
systems and data (Te Rito).  

P10 Low intelligence sharing for key services: 
For key data and functions the regulatory 
settings, business practices, technology, 
market, or policy do not enable knowledge 
building, intelligence, and reporting 
opportunities. 

Baseline: Unavailable. As part of the business 
requirements development, baseline the gap in the 
current key data standards, learning continuity, 
knowledge building, intelligence, and reporting 
opportunities against a desired future state.  

 

Programme benefits sought 

A facilitated workshop on the 17 February 2022 agreed four benefit areas and allocated weightings 

of importance. Candidate benefit metrics for each are provided in Annex 3 and have been informed 

by the programme team and ILM discussions.  

This section provides the ILM benefit statements and candidate KPIs, a summary of the problem 

drivers of change, and a discussion of the potential tangible and non-tangible benefits of investment. 

It also provides an indicative set of high-level business requirements. 

The programme supports four programme outcomes. 

1) Support the vision of the Education System Digital Strategy for a safe, secure, connected, and 

interdependent education system designed to put the needs of learners, their parents, and 

whānau at the centre  

2) Provide better protection to schools’ digital systems against cyberattack and privacy breaches 

3) Assess alternative educational digital delivery models, then test and implement a preferred 

model that reduces the risk and digital management time and complexity for boards, kura and 

school leaders, and teachers so they can focus on learning and teaching  

4) Enable system cohesion, resilience, scalability and sustainability by taking a whole-of-system 

approach to digital starting with the compulsory schools’ sector.  

These outcomes are supported by four ILM benefit streams with candidate KPIs. 

Benefit Statement 1: A safe, resilient, effective digital system (60%) 

ILM Candidate KPIs    

• Increase digital capability and capacity  

• Increase system consistency and visibility 

• Increase legislative compliance 

• Increase operational continuity 

• Increase digital security and cyber safety  

• Increase system agility 

Benefit 1 is about keeping kura and school staff, students, and operations safe and provide a 

resilient and effective DLE. This benefit is about enabling important educational outcomes that 

cannot be claimed as direct programme benefits.  

It received significantly higher stakeholder support at the ILM session with a rating of (60%) than the 

other three benefit areas. This benefit statement includes proving adequate resourcing levels in core 

areas, assurance, and interoperability of internal school systems, between schools and other 

educational institutions. The PBC will include an assurance framework and consider if managed 
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services are a good option to deliver these benefits. We will undertake market research on other 

international jurisdictions to identify best practice approaches that could be applicable to the New 

Zealand context.  

The key problem drivers and problem responses within this benefit area are:  

Table 6: Benefit 1 response to the problem definition 

ID Problem metric Benefit Response 

P1 Assurance Establish an assurance framework and use so that schools can 
measure and improve cybersecurity practices.  

P2 Resource 
misalignment 

Reduce the government funding and school expenditure misalignment 
so that there is uplift in the level of service in the most critical areas. 

P5 Efficient Reduce operational disruption and administration time to manage the 
digital service to increase productive teaching time. 

P7 Risk of cyber-attack  Gather intelligence and respond to cyber-attack risk on a school-by-
school basis to improve risk management. 

P9 Low interoperability  Enable learning continuity and interoperability for key data and 
functions so that student data follow students in an integrated system.  

P10 Low intelligence 
sharing for key 
services 

Improve reporting so that knowledge building, intelligence, and data 
sharing opportunities are in place. 

 

Benefit Statement 2: An equitable digital system for schools and kura (10%) 

ILM Candidate KPI     

• Increase digital consistency of capability, capacity and access across schools 

Benefit 2 received stakeholder support at the ILM session with a rating of (10%).  

Equitable access to education is enabled by secure access to the DLE. Decile and isolation are not 

a significant factor in financial resource allocation per student, however small and isolated schools 

face fixed costs absorbed by a smaller role and physical distance from technology hubs based in 

larger urban centres. This statement is about ensuring minimum secure access to the DLE to 

enable the same opportunities and learning innovation across the school range.   

Table 7: Benefit 2 response to the problem definition 

ID Problem metric Benefit Response 

P3 Equitable Enable a minimum secure service provision across the New Zealand 
school types so that variation from a target state of security, capability 
and capacity is reduced.  

 

Benefit Statement 3: Improve educational outcomes (10%) 

ILM Candidate KPIs    

• Increase productive learning  

• Increase digital fluency 

Benefit statement 3 was considered the most important of the benefits. The lower rating reflects that 

the programme is about enabling important educational outcomes but cannot claim outcome 

benefits directly. The programme will strengthen digital systems and capability but will not address 

how digital technologies are best used for teaching and learning which is outside of scope, hence 

the lower weighting. However, education outcomes are improved when more time is available for 

productive learning and digital fluency increases.  
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Table 8: Benefit 3 response to the problem definition 

ID Problem metric Benefit Response 

P4 Effective  Increasing access to digitally mediated learning so that increases in 
productivity can be achieved. 

P6 Lifting 
digital behaviours 
and awareness 

School boards have a comprehensive set of information and policies 
for cybersecurity and personal development for staff so that they are 
aware of and can respond to risk. 

 

The combination of benefit 1 (efficiency) 2 (equity) and 3 (effectiveness) provides a positive 

improvement to the overall standard of the DLE.  

Benefit Statement 4: Improved financial sustainability (20%) 

ILM Candidate KPI    

• Economies of scale achieved 

Benefit 4 received a higher stakeholder support at the ILM session with a rating of (20%) than 

benefits 2 and 3. This benefit statement includes sustainable resourcing levels in critical areas. This 

benefit also speaks to the resourcing misalignment issues raised in benefit 1, with the ability to 

leverage on longer term investment as with the approach to school and kura physical infrastructure. 

This benefit is also focused on the most effective way to achieve economies of scale for high value, 

high risk services and products. 

Table 9: Benefit 4 response to the problem definition 

ID Problem metric Benefit Response 

P8 Fragmented digital 
procurement 

Reduce barriers for international educational service suppliers into the 
NZ market and enable education sector and the market buying power 
so that economies of scale can be achieved. 

 

Tangible and non-tangible benefits 

Tangible benefits are those that are quantifiable and measurable and can be quantified in savings. 

This may not be reflected in changes to the operational grant. Further work is required to outline 

how savings can be applied. They are programme benefits that have some specific dollar value, 

number of labour hours, or other specific metric that can be determined to have been achieved 

through the project. 

A list of candidate measures is contained in Annex 3. The proposed investment includes an 

increased level of service for high-risk high value services and products and therefore the analysis 

in the next stage will consider a whole life costing. Monetised benefits will be calculated in the PBC 

Economic Case on this basis. Realisable and non-realisable monetised benefit streams could 

include: 

• Quantified cyber risk reduction 

• Gains in productive teaching and learning time from reduced administration and operational 

disruption 

• Economies of scale – for high value, high risk bundled services 

• Lowest whole life cost of provision. 
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Non-tangible benefit streams could include: 

• Enablement of better teaching practice through the DLE 

• Assurance and confidence in systems security 

• Reputational management 

• Increased intelligence and system interoperability 

• Safe and risk aware innovation  

5.3 SWOT analysis 

A SWOT analysis was undertaken by the members of the Ministry ICT Strategy, Planning and 
Architecture team on 28 February 2022. The SWOT analysis is provided in Annex 2. Key points 
include: 

 
Strengths 

• Regulatory levers are available in the Education and Training Act. 

• The Ministry already procures a range of digital software, hardware and services for schools. 

• The potential to leverage longer term investments on behalf of kura and schools. 

Weaknesses 

• Financial sustainability subject to bid rounds 

• We lack useful information about schools’ selection and use of digital investment.  

Opportunities 

• To reduce the administrative burden on boards, leaders and teachers. 

• To respond to concerns by principals and boards for greater support for the DLE.
19

  

• To take a whole of system approach to managing the DLE. 

• To promote and support innovation using digital technologies and remove barriers to success.  

Threats 

• Complex privacy and security regulatory environment.  

• Schools face reduced funding due to lack of foreign fee-paying students. 

• Lack of maturity for portfolio delivery of large complex programme solutions. 

6 Key stakeholders  

Stakeholder Management Plan 

Stakeholders consulted to date are strongly supportive of the project. Consultation with stakeholders 

is underway and being managed as part of the wider work of the digital Group, which includes 

refreshing the Education Digital and Data Strategy (2015-2020), implementing Digital Identity for 

Online Learning, supporting Equitable Digital Access, and delivering a set of immediate tactical 

solutions to cybersecurity threats in the education system.  

 

19
 64% of primary school principals reported ”Cost of purchasing, maintaining, and replacing digital devices & infrastructure” as a 

major issue facing their schools, behind funding and being asked to do too much - What’s happening in our English-medium 
primary schools Findings from the NZCER national survey 2019 Cathy Wylie and Jo MacDonald page 163 NZCER 2020 
(https://www.nzcer.org.nz/system/files/NZCER%20National%20Survey%20Primary%202019.pdf) and 55% of Secondary 
Principals reported “Cost of maintenance and replacement of digital technology“ as a major issue facing their schools. 
Secondary schools in 2018 | Findings from the NZCER national survey Linda Bonne and Jo MacDonald page 144 NZCER 
2019 ( https://www.nzcer.org.nz/system/files/NZCER_Nat-Survey-Report-Secondary.pdf)    
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The Programme team maintains a consultation log of key stakeholders who are or will be 

responsible, accountable, consulted, or informed (RACI). A summary of key stakeholders including 

roles, programme interest, and proposed involvement is set out in Annex 6.  

7 Investment reviews  

A Gateway 0 (Strategic Assessment) will be undertaken as part of the development of this Strategic 

Assessment.  Further Investment Reviews will be held at appropriate points after discussion with 

Treasury’s Investment Reviews team. 

8 Next steps 

This strategic assessment seeks approval to develop a programme business case for strengthening 

cyber security and support for kura and schools. The next stage has four parts. 

1) Preparation of a PBC; and, 

2) Deliver the 2022/23 tactical works and planning and design work; and, 

3) Undertake the engagement and communications to confirm the PBC outcomes, preferred 

programme option, and next steps; and,  

4) Prepare a 2022/23 bid aligned to a longer-term investment similar to the approach to school and 

kura physical infrastructure. 

Governance 

The management case shall encompass programme governance and engagement with 

stakeholders. The IQA from the Te Rito programme recommends strong governance with roles and 

responsibilities clearly defined.  

The SRO supports a strong governance structure for the PBC that will gate off key stages in the 

development process including: 

• The Strategic Case; and, 

• The Economic Case long listing, short listing, and preferred option including the CBA; and, 

• The Management Case; and, 

• The full 5 Case PBC. 

The Economic Analysis 

Section 5 provides an interim set of tangible and non-tangible benefits that will considered in 

developing the economic case. Possible measures are provided in Annex 3 Benefits realisation 

plan. The options will need to be compared across key criteria at a programme level for service 

alternatives, business capabilities, programme delivery models, and commercial / procurement 

options.  

Table 10: Economic case dimensions 

Dimension and description 

Scope – Alternatives and options considered  

Service solution – Selection process and stakeholder engagement on high value high risk 

services and products, assurance regime growth and maturity, bundling.    

Service delivery – Blueprint for the DLE. Commercial arrangements and risk sharing, the 

role of N4L and alternative delivery options, open market options.  

Implementation – Manageable phased implementation. Risk management. Strong 

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 A

ct



 

Page 26 of 57 
 

Governance. 

Funding – Operational grant or centralised funding, funding options for increased level of 

service, centralised funding impact on market competition. Opt in and opt out scenarios. 

 

Delivering the 2022/23 tactical works and planning and design work 

There is a significant tactical workstream, planning and design work, and minor operational cyber 

security workstreams to be delivered in 2022/23 as part of the Cyber and Managed Services bid. 

The PBC will be drafted in parallel to this work being completed. The development PBC process will 

be flexible to enable the planning and design works to inform further stages on the business case 

process including the detailed business case. The relationship between the PBC deliverables from 

2023/24 and the workstream deliverables from 2022/23 will be managed by a strong internal 

governance structure across both workstreams. The scope of the 2022/23 workstreams and the 

PBC hight level scope for 2023/24 onwards is provided in Annex 5.  

It is noted that the design and discovery work and the tactical workstreams will continue beyond 

2022/23. There are constraints applied due to the budget bid only covering the 2022/23 year in so 

far as contractual commitments beyond a 12-month period are high risk and subject to PBC 

approval and budget bid 2023/24 approval. For selected line items in the 2022/23 year, it may be 

prudent to allocate funds over 2 years. If the budget bid for 2023/24 and beyond is approved, the 

second year of these commitments (2023/24) can be increased. As such, there may be a request to 

carry 2022/23 funding over to the 2023/24 year. Secondly, the bid will be reviewed based on a 1-

year commitment to prioritise the cyber packages further (incorporating SMS planning and design 

work) to further managed the bid funding more effectively. 

Engagement and communications 

Stakeholders identified in Section 6 and Annex 6 will be engaged at key stages of the process. The 

engagement and communications will be incorporated into the wider digital strategy engagement 

and communications. It is planned to have working groups of stakeholders and continue with the 

core ILM group of stakeholders into the next stage of considering alternatives and options and 

recommending a preferred programme. 

2023/24 Bid 

A multiple year strategic bid covering the 5 years of the PBC will be submitted for the 2023/24 

budget bid round. 

Commercial activities, finance and funding  

Funding for the PBC preparation is allocated from: 

• Internal Ministry fundings currently available 

• The 2022/23 bid for the Cybersecurity and managed services 

Commercial activities including contractual commitment to the five tactical workstreams, research, 

planning and design work, contractual commitments to third party delivery bodies such as Netsafe 

and N4L. Other commercial activities will be planned once the 2022/23 bid for the Cybersecurity and 

managed services is officially approved. 
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Annex 1: Investment Logic Map (ILM) 

Facilitated workshops were held on 14 December 2021 (Workshop 1) and 17 February 2022 (Workshop 2) 

with key stakeholders to gain a better understanding of investment drivers and the need to invest in 

change. 

Participants Workshop 1 Workshop 2 

SW, Chief Digital Officer Te Tāhuhu o te Mātauranga, Ministry of 

Education  

X X 

LM, Principal (Projects) Amesbury School 

Lead Adviser Curriculum, Te Tāhuhu o te Mātauranga 

X X 

EB, IT Teacher Wellington East Girls’ College 

Member of PPTA ICT Committee 

X X 

CD, Digital Technologies and Electronics Teacher Cambridge High School 

President of DTTA (Digital Technologies Teachers Aotearoa) 

Member of PPTA ICT Committee 

X X 

KM, Deputy Principal Wellington High School X X 

CB, Associate Principal and SENCO Brooklyn School X X 

LK, President NZSTA X X 

WT, Programme Manager Ngā Iti Kahurangi, Te Tāhuhu o te Mātauranga X X 

DW, Strategic ICT Business Advisor – MOE  X 

DG, Chief executive officer – Tiaki Limited  X 

 

Ministry Observers 

JS, Manager Digital Strategy Planning and Architecture 

AH, Principal Adviser Cybersecurity  

MA, Strategic Adviser Digital Strategy and Planning  

IH, Business Case Lead - Digital Strategy and Planning 

JG, Project Manager Education System Digital and Data Strategy 

DP, Procurement and Commercial Manager  
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Figure 7: Indicative ILM  
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Annex 2: Problem Evidence Base (Initial)  

Cyber Security in Schools – Baseline Survey 2021  

In late 2021 the Ministry surveyed a random sample of 203 schools and kura to assess their cyber security 

awareness and needs. Forty-five responses were received from across the schooling sector providing a 

wide-ranging data set. The snapshots below support the argument that cyber security and digital support 

are highly variable across schools and kura.  

 
IT Backup - The section of the survey sought to understand whether schools and kura backed up their 
data/information, and if so further information about the content and process of backups. 62% of 
respondents said they do some form of backup. Equally, it sought information on why backups where not 
being done where that was the case. The remainder were split evenly between those who did not do 
backup and those who didn’t know. Of those schools and kura backing up, 79% of backups use cloud, 46% 
use a combination of cloud and other local provisions for storing backup data. 54% back up to a local copy. 
18% back up to a form of local storage. Only 43% were sure recovery/file testing had been done. 75% of 
those completing backups use a provider, while the other 25% do it themselves. Respondents were asked 
to indicate the costs to running backup. 29% said they pay more than $1000pa, and 8% pay more than 
$5000pa. 
 

 

Figure 8: Are backups done at your school? 

Of those not backing up, the main reasons related to thought based rather than practical considerations, 

with the majority saying they didn’t think they needed it, followed by those who hadn’t considered it. 

 

Figure 9: Main reason for not having backups? 
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Those respondents doing backups were asked what was included within the backup, from a list of options. 
All backups included operational files, with a large proportion also including SMS and student classwork 
files. 79% of backups are using cloud, 46% identified as using a combination of cloud and other local 
provisions for storing backup data. 54% are backing up to a local copy. 18% are only backing up to a form 
of local storage.  
 
While all the respondents who were doing backup indicated they did so regularly, only 43% were sure 
recovery/file testing had been done. 75% of those completing backups are using a provider, while the other 
25% are doing it themselves. Respondents were asked to indicate the cost to them for running backup. 
29% indicated they are paying more than $1000pa, with 8% paying more than $5000pa. 

Email filtering - Most of the filtering is very basic, focusing on spam, obscene language, and virus 

scanning. When this is considered, only 16% of respondents are doing the highest level of filtering, while 

46% are either only filtering for spam and/or obscene language or not filtering at all. This breakdown shows 

that the location of a school or kura has a significant impact on the level of email filtering performed. 

Despite the fact there is a reasonable proportion of main urban area schools and kura in the unknown 

category, it is obvious that the percentage of schools and kura in main urban areas make up the largest 

proportion in the highest categories. Equally, those in rural areas feature most in the basic category. 

Email Management - Respondents were asked who looked after their email. The responses show that this 

is done by either a digital supplier, internal staff, or both. The results show that 65% of respondents are 

using internal resources in the management of their email. 

 

Figure 10: Who looks after your email? 

Awareness and concern 

Awareness and concern - 78% of principals who responded said they had not been trained on cyber 

security. Only 18% of respondents offer any form of cyber security training to their staff or wider community. 

The main reasons they do not provide training are ‘I don’t know where to get it from’ (43%) and ‘I never 

thought of it’ (49%) (respondents were able to give more than one reason). The greatest concern was 

Hacking (24%) and Loss of Data (20%). The results show 82% scoring as poor in awareness maturity. The 

respondents try to do what they can, but don’t always know where to get information from, or have the time 

needed to dedicate to addressing cybersecurity issues.  

The survey results support the hypothesis that improvement in schools’ digital environments and its 
management is required. This is highlighted by the inconsistent application of protections such as email 
filtering and the performance of backups. 
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Figure 11: Who looks after your email? 

 

Operational grant and reported expenditure 

 

This section provides a high-level summary of the findings from a review of the digital spend reported by 

each state and most state integrated schools to the Ministry compared against the funding each school has 

received. 

An analysis of the digital component of the operations grant provided to schools compared to the digital 

spend reported by kura and schools has illustrated the following key findings: 

• 2020 spend versus funding reported by  

o all schools is $58.5m against funding of 40.4m (+31%) 

o Primary schools is $28.8m against funding of 26.5m (+8%) 

o Secondary schools is $24.8m against funding of 11.2m (+55%) 

• Due to its construct, digital funding (made up of a base amount plus a per student rate) favours small 

schools of all types – particularly kura and schools with a roll less than 100 students. 

• The majority (62%) of primary kura and schools report spend below the funding they receive however 

this is heavily skewed by the number of schools with a roll of less than 100. 

• The minority (18%) of secondary kura and schools report spend below of the funding they receive. 

• There is no differentiated digital funding across school deciles however reported average spend per 

school increases for each increase in decile.  

• For all school types – reported spend (as a per student amount) is higher for isolated schools than for 

schools in a main or secondary urban area. 

• Except for centrally provided services, the Ministry does not currently hold details of what services kura 

and schools define as digital Spend under this category. 
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Figure 12: Funding versus Spend (Over and Under) by School Type  

 

Figure 13: Average Per Student Spend by School Type – All school types (excluding Specialist) 
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Figure 14: Average Per Student Spend by Urban Area – All school types 

 

Refer to the “Schools ICT Spend / Funding Analysis” (V1 - 4 February 2022) for full details of the analysis 

undertaken. 

SWOT Analysis  

A SWOT analysis has been undertaken to facilitate a realistic look at the strengths and weaknesses of the 

potential programme and the ability to achieve the programme outcomes.  

Table 11: SWOT Analysis  

Helpful (for our outcomes) Harmful (for our outcomes) 

 
Strengths 

• Regulatory levers are available, if necessary, 
through the Education and Training Act. 

• We already procure a range of digital 
software, hardware and services for schools at 
scale with high uptake. 

• There is demand for help to support, maintain 
and upgrade schools’ digital investments.  

• Senior stakeholders are supportive of change 
(DIA, Education Ministers, Industry). 

• Te Mahau and government policy (Review of 
tomorrow’s schools) signals more support for 
schools and kura. 

• We have capability within the Ministry to 
support the organic growth of managed 
services. 

 
Weaknesses 

• The 2022/23 year of funding is without 
commitment to the 2023/24 year or ongoing 
outyears of funding limiting contractual 
commitments beyond 12 months). 

• The delivery model fragments services across 
a range of Ministry business units and third 
parties.  

• We lack useful information about schools’ 
provision and use of digital.  

• We lack a strong direct, secure engagement 
channel with schools within the programme.  

• The Ministry is in a major reshaping of the 
education system including Te Mahau, which 
may distract from effective delivery. 

• Delivering a portfolio of large complex 
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• We have a good understanding of the 
education industry digital domain. 

• Ability to leverage on longer term investment 
and relationships similar to the approach to 
school and kura physical infrastructure. 

programme solutions with the necessary 
robust digital governance could be a significant 
undertaking the Ministry does not yet have the 
capability to deliver. 

 
Opportunities 

• Serious impacts of cybersecurity incidents on 
NZ organisations have highlighted the 
potential for significant impacts on schools 
and the education sector and led to a strong 
willingness to address the issues. 

• Principals are likely to support this approach. 
Continued reporting and managing digital is a 
top 10 concern for school principals.  

• Strong engagement to align service and 
product offerings with demand from schools 
could significantly improve benefits realisation. 

• Existing managed investments such as N4L 
could be leveraged, integrating core services 
to achieve a whole of system approach. 

• Reducing the digital management burden will 
free up time to focus on teaching and learning. 

• Providing a DLE as core education 
infrastructure as a long term planned and 
ongoing strategic investment. 

• Supporting innovation using digital 
technologies and removing barriers to success 
in the digital market. 

 

 
Threats 

• Complex privacy and security regulatory 
environment and relative lack of international 
consistency in privacy and security standards.  

• Schools face reduced funding due to lack of 
foreign fee-paying students, which is often 
used to bolster digital school spend. 

• Lack of capability for portfolio delivery of large 
complex programme solutions including digital 
governance. 

• Hasn’t been done in a highly devolved 
education sector - but centralised procurement 
and management is a feature of other sectors.  

• Rapid inflation will generate cost pressures on 
both schools and government that will strain 
available funding.  

• Digital Service Providers actively compete with 
Ministry services and could complain to 
commerce commission about market 
interference. 

• School digital staff could actively resist 
proposed services due to perceived personal / 
employment impact on them. 

• Rapid inflation and other economic factors 
could reduce spend. 

• There may be internal and external resistance 
because of change management burden.  

• A change of Government or Gov policy could 
derail plans. 

• Going into an election year may delay or 
disrupt plans.  

 

K-12 Schools in the United States 

The resourcing requirement is trending upwards because: 

• The COVID-19 pandemic has exacerbated staff shortages, mirroring the broader trend in countries 
that have witnessed “the great resignation.” A historic high 4.4 million Americans quit their jobs in 
September 2021 alone, and according to a  Microsoft study, over 40% of the global workforce is 
considering leaving their employer in the next year. 

• Teachers are experiencing increased fatigue from insufficient staffing, increased workload and a 
scramble to move back and forth into virtual schooling. This, coupled with the flexibility of the 
burgeoning gig economy and attractive options afforded by remote-work (and safer) opportunities 
outside of education, have contributed to challenges with critical staff retention, particularly IT 
personnel, across the K-12 sector. 

• According to a  survey by RAND Corporation, nearly one in four teachers said that they were likely 
to leave their jobs by the end of the 2020-2021 school year. Nearly one in three teachers were 
responsible for the care of their own children along with teaching and related tasks. Many were 
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unwillingly forced to drop out of the workforce. High levels of teacher retirement and challenges in 
recruiting new teachers have also been noted. 

• As schools reopen in person, they find themselves with fewer people than required to manage 
students on campus, with new demands to address post-COVID-19 issues, such as: 

• Learning loss 

• Online teaching for those currently unable or unwilling to return to school 

Implications: 

• As schools evolve more robust digital models to provide online learning, dependence on trained 
faculty, staff and IT support will increase. Staff shortages mean many will have to continue to double 
up on responsibilities, forcing educators to do more with less. This is likely to add to the burnout of 
the past year. 

• Early professionals will seek to better understand potential career paths within education. This will 
be important in improving “match quality” and job satisfaction in IT careers. 

• Differences of opinion of school authorities on mandates for vaccination or continued fears of 
infection upon return to campus add to the reasons for the churn — especially among those 
considering or being sought by employers with more attractive terms and working environments. 

• As schools increase their digital operations, CIOs and district leaders will have to look at tools with 
greater support from vendors to reduce the internal administrative burden on faculty, teachers and 
IT. 

In December 2020, the US Cyber Security & Infrastructure Security Agency, along with the FBI, advised 
that over half of ransomware attacks reported to the US Multi-State Information Sharing and Analysis 
Center involved K-12 schools. Gartner include ransomware as one of five Top Trends Impacting K-12 

Education in 2022
20

. They note that:  
“K-12 education has for many years lacked the resources (or reasons for concern) to make big investments 
in cybersecurity. This lack of attention has been costly, as the past few years have shown a massive 
increase in cybercriminal interest in education. Indeed, it is now viewed as the ideal soft target. Defences 
have been easy to penetrate, and organizations have been slow to address this problem, often for lack of 
expertise. Additionally, bad actors are very aware of the impact of shutting down a K-12 environment. They 
know these organizations not only manage sensitive data but are also under significant time pressures”. 
 

 

20 https://www.gartner.com/document/4011175 
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Annex 3: Benefits realisation planning 

This programme benefits realisation plan will be developed as part of the PBC and managed in accordance 

with Treasury guidance
21

.  

Project Name Strengthening Cybersecurity and digital support for kura and schools 

SRO  Stuart Wakefield • TPHM Chief Digital Officer 

Agency TTotM / MoE 

Benefits Plan Sets out how the benefits identified in the Strategic and Economic Cases 

will be robustly tracked, measured and delivered. The plan will be 

revised as part of the PBC process and become part of the suite of 

documents for monitoring delivery.  

Benefit Owner Scott Evans – Hautū Te Puna Hanganga Matihiko | Infrastructure & 

Digital. 

The benefits plan articulates how we will report on achievement of the benefits and comprises a detailed 

and realistic benefits realisation plan, the SMART outcomes sought, a delivery schedule and a monitoring 

and reporting plan including risk, cost, and scope delivery monitoring. 

The plan comprises four parts: 

1. Realisation of the financial benefits  
2. Realisation of the non-financial investment objectives including business requirements 
3. Delivery of the requirements and scope 
4. Delivery on time and budget 

Benefits Schedule 

Financial Benefits  

The projected financial benefits will be calculated during the preparation of the PBC and are specific to the 
scope of the business case. The financial benefits are based on whole-life cost of the border control 
replacement benefits over a five-year period. The programme benefits are expected to be derived from: 

1. Quantified risk reduction from avoiding a significant service disruption and enabling service 

improvements (intangible) 

2. Gains of productive teaching and learning time as kura and schools’ benefit from reduced 

administration and operational disruption 

3. Economies of scale – for high value, high risk bundled services 

4. Lowest whole life cost of provision. 

Non-tangible benefit streams and business requirements are provided in sections 5.6 and 5.7.  

 

 

 

 

21  www.treasury.govt.nz/information-and-services/state-sector-leadership/investment-management/plan-investment-
choices/benefits-guidance 
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ID Metric Baseline and suggested approach Benefit outcome 
sought 

P1 Assurance: There is no 
assurance framework 
including safe and secure 
access to support Kura and 
School alignment with legal 
obligations or to gauge 
school awareness. 

Baseline: Unavailable. Establishment of 

an assurance framework and use, 

measure and improve cybersecurity 

practices. Audit of the use of an Assurance 

Framework in Schools with a as a non-

financial metric during the business case 

process to establish the baseline. 

Establish an assurance 

framework and use so 

that schools can 

measure and improve 

cybersecurity 

practices.  

P2 Resource misalignment: 
Level of financial variance 
between school sectors, 
operational grants, and 
digital expenditure. 

Baseline: Available. Approximately $40m 
is allocated in through the ICT component 
of the annualised operational grant from 
the Ministry to schools and kura. Spending 
however is approximately $59m. Variance 
in primary to secondary and spend per 
student based on remoteness.  

Reduce the 
government funding 
and school expenditure 
misalignment so that 
there is uplift in the 
level of service in the 
most critical areas. 

P3 Equitable digital 
provision: Minimum service 
provision. 

Baseline: Unavailable. Audit of the core 
services that schools would benefit from 
and set as a minimum secure and 
equitable service provision. Non-financial 
metric. 

Enable a minimum 
secure service 
provision across the 
New Zealand school 
types so that variation 
from a target state of 
security, capability and 
capacity is reduced. 

P4 Effective digital provision: 
Productivity in learning. 

Baseline: Partly available: Aggregate 
productive learning school time for 
learning by increasing effective access to 
digitally mediated learning. Non-financial 
metric - Sample of schools based on a set 
of quality criteria. I.e., digital ecosystem 
DLE. This would be an estimating 
approach based on a sample Financial 
and Non-Financial metric. 

Increasing access to 
digitally mediated 
learning so that 
increases in 
productivity can be 
achieved. 

P5 Efficient digital provision: 
Operational continuity. 
Operational disruption and 
administration time to 
manage the service.  

Baseline: Partially available. Based lined 
on the cause (I.e., power) and time / cost 
lost due to # incidents resulting in 
downtime; downtime (per X incidents); 
time to restore/resume services, and 
administration time / cost over and above 
normal operations. This would be an 
estimating approach based on a sample 
and existing reporting such as N4L 
quarterly surveys. Financial and Non-
Financial metric.  

Reduce operational 
disruption and 
administration time to 
manage the digital 
service to increase 
productive teaching 
time. 

P6 Lifting digital behaviours 
and awareness: School 
boards that have a 
comprehensive set of 
information and policies for 
cybersecurity and personal 
development for staff. 

Baseline: Partly available. Survey of 
principals and PD practice. 

School boards have a 
comprehensive set of 
information and 
policies for 
cybersecurity and 
personal development 
for staff so that they 
are aware of and can 
respond to risk. 

P7 Risk of cyber-attack: The 
risk of cyber-attack is 

Baseline: Unavailable. As part of the 
PBC Economic Case, baseline the current 

Gather intelligence and 
respond to cyber-

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 A

ct



 

Page 38 of 57 
 

unknown on a school-by-
school basis. 

risk profile using an Aggregate Quantified 
Risk Assessment for (a) cyber security risk 
profile and (b) economic analysis for 
Schools and Kura. It is noted that this risk 
is a factor of behaviour and the P1 and P2 
(Problem 1 – resources to meet resource 
obligation). 

attack risk on a school-
by-school basis to 
improve risk 
management. 

P8 Fragmented digital 
procurement: Individual 
schools lack buying power 
without the benefit of 
economies of scale. Some 
vendors are required to 
contract with up to 2500 
individual schools. For some 
international Edtech 
suppliers this is a barrier to 
entry into the NZ market.  

Baseline: Unavailable. Test this perception 
with potential international market 
suppliers and then for high-risk high value 
services, baseline a catalogue of services 
centrally procured and available as a 
managed choice compared to individually 
procured services.  

Reduce barriers for 
international 
educational service 
suppliers into the NZ 
market and enable 
education sector and 
the market buying 
power so that 
economies of scale 
can be achieved. 

P9 Low interoperability: For 
key data and functions the 
regulatory settings, 
technology and market 
commercials do not enable 
learning continuity and 
interoperability. 

Baseline: Unavailable. Interoperability of 
key systems and data (Te Rito).  

Enable learning 
continuity and 
interoperability for key 
data and functions so 
that student data follow 
students in an 
integrated system.  

P10 Low intelligence sharing 
for key services: For key 
data and functions the 
regulatory settings, 
business practices, 
technology, market, or 
policy do not enable 
knowledge building, 
intelligence, and reporting 
opportunities. 

Baseline: Unavailable. As part of the 
business requirements development, 
baseline the gap in the current key data 
standards, learning continuity, knowledge 
building, intelligence, and reporting 
opportunities against a desired future 
state.  

Improve reporting so 
that knowledge 
building, intelligence, 
and data sharing 
opportunities are in 
place. 
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Figure 15: Candidate KPIs and measures from the ILM benefit workshop 

These KPIs will be considered in relation to the problem metrics and benefit responses in section 5.5. 
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Annex 4: Strategic context 

This diagram provides a high-level view of the Digital Learning Environment (DLE) showing the services required to support a safe, secure, effective 

digital ecosystem for learning. The ecosystem will deliver integrated services that can be trusted and valued by New Zealand teachers and learners. It is 

founded on core principles, standards and digital services necessary to operate effectively and will enable all education cohorts to assert their identity in 

a trusted way. Applying common standards will enable public and private organisations to integrate their own service offerings with the appropriate 

assurance. As the education sector transitions to cloud-based technologies it will be possible to create a fully integrated digital ecosystem for education. 

This will have significant benefits for kura and schools, including streamlining classroom and school administration, enabling the secure flow of data, and 

making collaboration within and beyond schools easier. 

Figure 16: key elements of a digital ecosystem for learning 
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Figure 17: Criteria to guide decision making (early draft – not government policy) 

Applying these criteria will help identify how specific digital services could be treated, which services should meet the highest interoperability and 

security standards, and where centrally procuring and managing services would make sense from economic, security and schools’ perspectives. The 

guide to decision making signals the need for a range of procurement and contracting arrangements appropriate to the digital services used by schools. 

The PBC will explore the options as part of the business case, which may include the Ministry.  
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Figure 18: Digital services continuum  
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Key programme dependencies and constraints 

The following table provides the high-level view of interdependencies between the work programme to 

Strengthening cyber security and digital support for kura and schools with other work programmes within 

and outside of the Ministry. 

Table 12: Key programme interdependencies and constraints 

Programme / 

Initiative 

Interdependency description Importance and management 

Workstreams 

from  

Te Rito 

Dependent on the outcomes of the SMS Managed 

Choice to meet its deliverables and realise its intended 

benefits. Dependent on a SMS marketplace where 

vendors support data interoperability and integration 

with Ministry systems.  

Enabling Te Rito purpose 

and objectives by the 

programme. This includes 

student data exchange and 

security.  

SMS Dependent on the SMS Strategy.  Developed as part of the 

programme. 

Netsafe Funding for Netsafe already is in place. Additional 

funding in the 2022 bid will further support work for 

increasing their cyber safety awareness programmes 

and advice to schools. Constraints around the original 

Netsafe agreement).  

The Netsafe contract will 

transfer from Te Pae Aronui 

to TPHM from July 2022 to 

better align advice on online 

safety, privacy and security.   

DIA The Content Regulatory System Review by the DIA 

(Department of Internal affairs) will potentially change 

the regulatory environment for internet access and place 

obligations on schools and/or their service providers in 

relation to censorship provisions. Likely to result in 

substantive change on controls for school use.   

Coordinate via Tony Clark in 

Education System Policy. 

Potential to be significant 

impact on schools so close 

engagement with DIA will be 

needed. 

N4L  Dependent on N4L or an alternative organisation to offer 

additional services over the managed network. 

Economic analysis of the options and role of N4L in 

Managed Services.  

Keep engaged, particularly in 

the technical design pre-pilot.  

Schools 

Network 

Equipment 

refresh / Te 

Mana Tūhono 

Dependent on replacing schools’ switches and routers 

to enable modern security controls and network 

management. Funding and supply chain issues is 

impacting implementation. The programme will provide 

a blueprint of what can be delivered.  

Keep engaged, select 

schools for a potential future 

pilot of managed services 

that have had network 

equipment refreshed. 

School 

software 

licensing, 

TELA+ 

devices for 

teachers’ 

scheme and 

Schools ICT 

Helpdesk 

There is a strong dependency on the scope of school 

licensing and procurement activity for some of the 

managed service offerings, e.g., School Cloud Tenancy 

Management, Managed Device Management tied into 

the governance and delivery governance. School 

software licensing, TELA+ and Schools ICT Helpdesk 

are three separate workstreams.  

Consultation with the TPHM 

IT Commercial Manager and 

alignment with the school’s 

blueprint. Provides a key 

source of business 

intelligence regarding 

schools’ use of digital 

services and licenses.  

Managed 

services 

If a decision is made to provide managed services, the 

programme is dependent on service uptake by kura and 

schools sufficient to realise the expected benefits of the 

Potential to establish register 

of interest to support 

development demand 
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offering programme.  evidence base.  

Transitioning 

cyber security 

tactical work 

into the 

programme 

Tactical programme initiated in response to the 

Minister’s direction METIS 1262630 and METIS 

1269453 needs to be transitioned into the programme 

with a medium to longer term view.  

Confirm next stages of the 

tactical workstream and 

transition into the PBC. This 

will become part of the 

managed services. 

NCPO / 

GCISO / 

initiatives 

Identify NCPO / GCISO / initiatives to strengthen 

cybersecurity for NZ including the New Information 

Security Framework and NCPO directives relevant to 

schools.  

Chief Advisor Cyber Security, 
TPHM ICT Strategy Planning 
& Architecture engagement 
with NCPO and GCISO. 

Ministry 

Advice to 

industry 

Coordinated Ministry communications and advice. This 

includes curriculum content, learning tools where they 

are content and learning resources, and corporate 

services.  

Confirm where programme 

advice starts and ends in 

relation to existing advice.   

External 

organisations 

Whole of education sector cybersecurity response 

(TEC, NZQA, Universities NZ etc).  

Environmental scan of other 

initiatives and coordination. 

Tomorrow’s 

schools’ 

guidance 

Constraint of tomorrows schools’ settings including bring 

your own device (BYOD). The Education training Act 

limits the ability of school staff to search a student’s 

device.  

Consider if the guidance is fit 

for purpose and work within 

constraints of what is 

possible. 

Ministry 

capacity 

constraint 

Constraint around ability to operate programme 

portfolios. Dependent of credibility and scale to deliver.  

Strong governance structure 

and risk mitigation. 

Computer 

Emergency 

Response 

Team (CERT) 

CERT NZ works to organisations who are affected (or 

may be affected) by cyber security incidents. They are a 

trusted point of information and align to the Ministry’s 

views/advice. 

Cyber incident reports and 

provides response and 

prevention advice.  

Treasury bid 

management 

Sustainable funding of the programme will be 

dependent on a multi-year bid process to secure greater 

certainty of the medium-term programme.  

Engagement with Treasury to 

develop the multi-year 

approach. 
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Annex 5: High level requirements and scope  

High Level programme requirements 

High level business requirements have been prepared by the programme team to describe what the 

programme should do and why. They are not in a priority order. They give the extent of a business need or 

a problem that a particular project or task should address. A complete set of high-level requirements are 

expected to be elicited from, and signed off by, designated stakeholders during the PBC phase. Below is 

the initial set of business requirements for further development and consideration.  

Table 13: High Level programme requirements 

ID Category Description 

1 Planning Prepare a blueprint of what good looks like for kura and schools ICT.  

2 Resourcing Support school principals address the cost of maintenance and replacement of digital 

technology 

3 Cyber risk  Improved transparency of digital risk at school level and system level 

4 Cyber risk  Responding to new cyber threats and security opportunities 

5 Productivity Minimise the burden of digital management for kura and schools 

6 Productivity Schools and kura can choose to opt into quality assured digital solutions without having 

to understand the complexity of digital systems 

7 Productivity Minimising overheads at a system level.  

8 Assurance Schools and kura are supported in making effective procurement decisions 

9 Assurance  Measure and improve maturity of digital management  

10 Interoperability Enable student information to follow students from school to school 

11 Capability Shall support school principals to dealing with inappropriate use of technology 

12 Supply chain Market sustainably (longevity of market suppliers) 

13 Supply chain Supporting NZ and Iwi business in domestic and export markets 

14 Supply chain Supporting market to harness economies of scale and drive innovation 

15 Equity Equitable access to quality solutions 

16 Innovation Enable schools to transition to new technologies and choices  

17 Intelligence Transparency in school digital knowledge and intelligence, reporting and management 

(including value for money)  

18 Technology Increase the adoption of cloud services 

This section provides the high-level people, process and technical scope summary, requirements, and 

scope options. It provides an indicative set of assumptions of what is in and out of scope. This is followed 

by the scope of deliverables for 2022/23 and five phased workstreams of the PBC from 2023/24 onwards.  

Table 14: High Level Scope 

The below table provides the high-level scope for the PBC.  

    
PEOPLE 

Users and administrators: The users, boards of trustees, principals, school digital managers, and 

support staff are in scope and would benefit from this programme. Users - Students, teachers, 

administrators (digital and school support staff) and school staff, parents and whanau whose information 

is being protected.  

Providers: The people and organisations providing digital services to kura and schools are also be 

included in scope. Provision includes the three areas of digital infrastructure, corporate services (e.g., 

zero) and teaching and learning resources. It includes external contractors. It includes centralised 

suppliers such as N4L.  

Geographical reach: The scope includes people in NZ and NZ dependencies including Pacific Island 

schools. 
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Government Agencies: It includes government agencies such as NZQA and agencies listed in the 

stakeholders list in Annex 6.  

School Types: It includes compulsory schooling (primary and secondary) in both the private and public 

sector. This includes state and state-integrated kura and schools.  

 

TECH 

The assurance regime will consider all aspects of cyber risk to kura and schools. the detailed process 

scope is dependent on the proposed managed services. The blue boxes in figure 19 below are the 

potential areas within scope. Each area will be considered along a continuum of risk and value in Annex 

4. Articulation of the range of managed services offered will be decided by the service management policy 

settings and the degree of choice to be supported.  

Figure 19: ICT Domains for Schools 

 

 

PROCESS 

The key processes included in scope are: 

• School digital product and services procurement 

• Digital service delivery models 

• Cyber security assurance  

• School digital regulatory environment. 

The detailed process scope is dependent on the proposed managed services. The work to confirm the 

bundle is yet to be confirmed. The processes included in scope cover customer, vendor and stakeholder 

management, the stages of plan, build, deliver and operate services, security management, service 

analytics and improvement and support. This is provided in the figure below. 

Figure 20: Business Capabilities for Cybersecurity and ICT Support for Schools and Kura 
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In-scope and out of-scope   

This table provides clarity to what will and what will not be included in the PBC. Anything that is out of 

scope is noted in the right-hand column.  

Table 15: In-scope and out of-scope   

Area In scope Out of scope 

Legislation Education and Training Act 

Privacy Act 

Childrens Act  

Regulations for the assurance regime and systems  

Regulations to enable ‘opt in’ for services and products 

Changes to legislation are 

unlikely to be needed.  

Educational 

Institutions 

Schools and Kura 

EC and Tertiary to the extent of assurance activity 

EC and Tertiary for anything 

outside of the stated scope. 

Educational 

outcomes 

The programme will help enable improved educational outcomes 

but will not attempt to attribute learning outcomes directly.  

Pedagogical considerations 

such as curriculum are out of 

scope. It will not address 

how digital technologies are 

best used for teaching and 

learning or propose an 

approach to assessing 

education applications for 

their pedagogical value. 

Safety and 

security 

Cybersecurity controls are a key deliverable    

Service Areas SDTE School Digital Tech Enablers services –  

• Network Connectivity 

• ‘As a service’ provision of both LAN and Internet 
connectivity 

• Optional additional internal network coverage – 
e.g., increased wireless network coverage on 
campus 

• Optional Internet Connectivity Resilience – e.g., 
4G Cellular Connectivity, Diverse Fibre 
Connectivity. 

• Cyber Security, Cyber Safety and Identity and Access 
Management 

• Monitor cyber threats, communicate to 
stakeholders and adapt service offering and 
platform to minimize risk 

• Detect, respond to and recover from cyber 
security events, incidents and problems 

• Software services 

• Identity and Access Management including: 

• Integration with School Cloud Directory 

• Privileged Access Management for 
SDTE provided services 

• IAMaaS for School staff and students 

• Federated Support for Parents and 
Whānau –support for Parents and 
Whānau to access student information 
digitally, 

• Contractors and Service Providers 

• Agency staff – support for collaboration 
with Agency staff and authenticated 
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Area In scope Out of scope 

roaming internet access for agency staff 
at schools and school staff at agency 
offices. 

• Cloud based Office Productivity and Collaboration 
tools 

• Educational Software Licensing 

• Device and infrastructure services 

• End user devices – for staff and students use – 
owned or leased by the school 

• Onsite infrastructure – printers/multifunction 
devices, ICT audio visual equipment 

• BYOD management services 

• Guidance and Support Services 

• Vendor independent guidance for schools 

• ICT Support Service – options for schools to 
procure support for use of ICT over and above 
support of offered services [1] 

• SMS 

Delivery bodies Current list – all suppliers on the continuum.  

Procurement of 

services 

Based on the 4 quadrants and prioritisation. 

Supporting schools to engage in services already procured. 

Machinery of Government to implement (options) - Economic and 

commercial assessment of options. 

 

Safety and 

security 

Cyber safety is in scope 

Assurance for systems for bullying and physical safety protection 

Bullying prevention in 

schools 

Physical safety 
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Annex 6: Stakeholder support and management plan 

The Programme team maintain a consultation log of key stakeholders who are or will be responsible, accountable, consulted and informed (RACI). Key 

stakeholders consulted via the ILM or through separate communications about this project are provided below. A more significant list is available on 

request based on the programme team consultation log.  

Two existing working groups established to co-design the Te Rito programme have the potential to be engaged in the following stages of the PBC 

process: 

• Further problem and benefit analysis building on what we’ve learned through the ILM workshops  

• Regulatory and market impacts  

• Testing the appetite of kura and schools for change segmented by school type, product type and outcomes sought 

• High level business requirements  

• Long listing and short-listing programme options 

The two most significant stakeholders are NZ schools and kura and the New Zealand IT market. 

Table 16: New Zealand schools, kura, and the education digital market  

New 

Zealand 

schools 

and kura 

This has the potential to impact all 2,500 kura and schools; their boards, school staff and more than 800,000 students. The level of 

impact will depend on the current state for those kura and schools that take up the services. We expect the early adopters will be those 

in the most need. 

An assurance framework will provide improved best practice standards for services consumed by kura and schools, reducing the 

inequities that exist between kura and schools by ensuring digital services meet the same standard no matter the location or type of kura 

and school. Centrally managed assurance will also reduce the management burden on schools allowing them to redirect resources to 

teaching and learning. Better data protection will increase system integrity, confidence in the security and privacy of whānau, teacher 

and student data. It will provide better protections against the increasing risk of cyber-attacks. 

Investigative work is to be carried out beginning with a targeted needs assessment, the findings to be used to inform the business case.  

This will be followed by a more in-depth environmental scan in 2022.   

Further implications will be assessed as part of Business Case development.  We plan to work with peak bodies and education 

providers to characterise the capability and capacity gaps. 
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The New 

Zealand 

education 

digital 

market 

As part of the stakeholder management plan, the digital market will be consulted at appropriate times in the PBC and ongoing BC and 

implementation processes. We will need to be sensitive to the messaging around options to be considered and tested and the 

importance of ongoing uninterrupted market provision during the design, discovery and implementation stages.  

The introduction of an assurance framework will ensure the services being provided by the market meet minimum interoperability, 

privacy and security standards. The standards will be higher than those applied to many existing services and help address the 

variability across the system. It will also reduce the management burden on schools and mitigate the fragility of supply in the current 

market. 

Setting standards will require vendors to ensure and prioritise security of information such as protecting private information 

(confidentiality, right to correction, access to), ahead of a private entity’s right to make money. This is likely to be counter to some 

existing business models and may create an operational cost burden which makes the business financially unsustainable, especially for 

smaller vendors, but is in the best interests of users and those whose information those services manage. 

This may affect the number of vendors that remain in the market, requiring those wishing to stay in the market to put interoperability and 

security of information above commercial interests. We will assess market impacts as part of Business case development. 

 

Table 17: Stakeholders 

Stakeholder Position / Role Organisation Interest in the Programme Consulted / ILM   Proposed PBC 

Involvement 

Hon Chris 

Hipkins 

Minister of Education   Requested advice in 2021 on cybersecurity and digital across 

the education sector and agreed to development of a PBC to 

shift procurement and management of core digital infrastructure 

and services from boards of trustees to the MoE 

Agreed in 

principle to the 

need to invest 

and the 

proposal for a 

PBC  

Accountable 

Iona Holsted 

 

 

 

Tania Black 

Te Tari o te Tumu 

whakarae, Secretary for 

Education 

 

Principal Advisor  

Te Tāhuhu o te 

Mātauranga 

(TTotM), The 

Ministry of 

Education (MoE)   

Accountable for shaping an education system that delivers 

equitable and excellent outcomes. Responsible for Te Mahau 

and a redesigned MoE that will provide greater direct support to 

the education sector, including shifting the responsibility for 

procuring and managing core digital services from boards of 

trustees to the MoE as signalled to ministers in 2021 and 

proposed in the PBC 

Reviewed 

advice to 

ministers in 

2021 signalling 

proposals and 

the  

Accountable 
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Scotty Evans  Hautū, Te Puna 

Hangarau Matihiko  

MoE   Hautū accountable for the design and delivery of safe, effective 

digital infrastructure and services to the compulsory schools’ 

sector 

Signed out Ed 

Report in Oct 

2021  

Accountable 

Stuart 

Wakefield  

Chief Digital Officer  MoE Senior Responsible Officer (SRO) Reviewed/appro

ved advice 

provided to 

ministers to date 

Participated in 

ILM 

Responsible 

Ellen 

MacGregor-

Reid  

Hautū, Te Poutāhū MoE  Chair of the Education Digital and Data Board (EDDB) 

comprising representation from  

• NZQA 

• TEC 

• ERO 

• N4L 

• MoE 
Sub-committee of the board oversees cybersecurity across the 
education sector 

EDDB invited to 

provide input to 

2021 advice to 

ministers on 

cybersecurity 

and digital 

support in 

education sector 

Consult 

Review PBC 

and 

communicate 

to EDDB 

members 

Sean Teddy 

 

 

Doug Ferry  

Hautū, Te Pae Aronui  

 

 

Manager, School 

Governance 

MoE Supports the education sector through the design, integration 

and delivery of services and resourcing. Provides information 

and insights to MoE groups to inform the necessary regulatory 

settings, and the design and supply of education services to the 

sector. Can help identify operational opportunities, risks and 

issues 

 

Consult 

Review PBC 

 

Paul Ash Prime Minister’s Special 

Representative on 

Cyber and Digital 

DPMC Responsible for providing advice, developing and coordinating 

the delivery of an identified priority work programme, and 

ensuring that the Government’s work on cyber risk is cohesive 

and aligned with its overall strategic intentions. 

 

Consult 

Paul James  

 

Norman 

Issacs  

CE DIA and 

Government Chief 

Digital Officer  

Relationship Manager  

DIA / GCDO 

 

GCDO 

Provides advice and leadership on behalf of the GCDO and All 

of Government digital initiatives, including digitally enabled 

transformation across government agencies   

 
Inform 

 

Consult 

Andrew 

Hampton 

Government Chief 

Information Security 

Officer  

 Supports setting strategic direction and prioritisation of gov 

information security  

 

Consult 
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Carmel Ali  Government Chief 

Privacy Officer  

GCDO DIA  Reports to the GCDO  
Inform 

Ben Creet  

 

Kevin Day 

Principal Advisor Infosec 

Policy & Research 

Cyber Security Advisor 

National Cyber 

Security Centre 

Helps significant NZ public and private organisations protect 

their information systems from advanced cyber-borne threats 

 

Consult 

Richard 

Elwin 

 

Principal Policy Advisor  

 

NCPO 

DPMC National 

Security Group  

NCPO coordinates a national security system that includes 

protecting lines of communication both physical and virtual  

Cab paper in Nov 2021 signalled NCPO taking a whole-of-

government approach to building cybersecurity and 

strengthening system resilience  

 

Consult 

Ann-Marie 

Cavanagh 

 

Jane 

Kennedy 

Deputy Chief Executive 

Digital Public Service 

 

General Manager All-of-

Government Services 

Delivery  

DIA Responsible for providing advice about common capabilities 

across the public sector. Can advise on the shift from self-

managed digital systems in kura and schools to centrally 

procured and managed services. 

 

Consult 

Laurence 

Pidcock 

General Manager 

Government Property 

and Procurement (GPP) 

MBIE  Can provide advice on the commercial options   

Consult 

Larrie Moore CEO  Network for 

Learning  

N4L provides managed network services to kura and schools 

and will have an interest in the options considered for delivering 

further digital services.  

 

Consult 

Lorraine Kerr  President  NZ School Trustees 

Association  

NZSTA is contracted by MoE to provide governance, 

management and legal advice to boards of trustees  

Participated in 

ILM  
Consult 

Kathleen 

Kaveney 

PPTA Advisor 

(Professional Issues) 

and lead on the PPTA 

ICT Advisory Committee  

PPTA ICT Advisory 

Committee  

The PPTA is the representative body for secondary teachers 

and principals. The ICT Advisory Committee is very active and 

meets regularly with Ministry digital project leads to provide 

input into digital related policy. The Committee will be well 

placed to provide input to the design and delivery of core digital 

services and cybersecurity measures. 

 

Consult 

Chris Dillon Teacher of Digital 

Technology and 

Electronics Cambridge 

High School 

PPTA ICT Advisory 

Committee 

Digital Technology 

Teachers Aotearoa 

 Participated in 

ILM 
Consult 

Edwin Bruce Teacher ICT Wellington PPTA ICT Advisory  Participated in Consult Rele
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East Girls’ College  Committee ILM 

Tish Glasson   PPTA ICT Advisory 

Committee 

  
Consult 

Vaughan 

Couillault 

Jo Hickey  

President 

Executive Manager 

Secondary 

Principals’ 

Association 

  

Consult 

Liam 

Rutherford 

Paul Goulter  

President  

National Secretary  

NZEI   

Consult 

Karen 

Spencer 

Deputy Principal Wellington High 

School 

Acknowledged national leader in digital technologies for 

teaching and learning with more than 20 experience in a range 

of related roles  

Participated in 

ILM Consult 

Myles Ferris  Chair Te Rau Whakatapu-

Māori (Te Rito 

Māori-medium 

working group) 

The two working groups has been supporting the Te Rito 

programme since 2017. The platform supporting Te Rito may in 

future be one of a suite of managed digital services, with the 

working group contributing knowledge and expertise to its 

development. 

 

 

Graeme 

Barber 

Chair Te Rau Whakatapu-

Auraki (Te Rito 

English-medium 

working group) 

See above  

Consult 

Shane Kerr Chair EdTech New 

Zealand 

Supports the growth of education technology in NZ and 

provides a voice for the industry. Will be interested in plans to 

establish an assurance/accreditation function for core digital 

services.  

 

Inform 

Graeme 

Muller 

CEO NZTech Alliance Connects, promotes and advances NZs tech industry. Will be 

particularly interested in assurance/accreditation of digital 

applications and services and the development of common 

capabilities. 

 

Inform 

Stuart 

Mitchell 

General Manager, 

Assessment Systems & 

Data Standards 

Education Services 

Australia (ESA) 

ESA hosts the National Schools Interoperability Programme 

(NSIP) which manages the Safer Technologies for Schools 

(ST4S) initiative. 

 

Inform 
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Annex 7: Bid Summary 

This section includes the 2022/23 Cybersecurity and Managed Services bid workstream goals. 

Bid description 

This initiative will help ensure learners have safe, secure access to safe, secure DLE’s, while reducing the 

burden placed on schools and whānau to manage and navigate digital systems. COVID-19 and rapid 

technology advances have increased use of digital platforms and amplified the need for access to safe, 

resilient digital environments that are fit for education and the future of work. The frequency and severity of 

cyber-attacks and risk to learners’ safety, privacy and access to education is increasing. Digital is becoming 

increasingly complex to manage, school digital environments vary in security and quality, and capability is 

variable across the sector. 

Cyber security services will better protect the education sector against operational failure and privacy 

breaches, and managed digital services for kura and schools to reduce inequity, administrative burdens, 

and cost.  

Table 18: Bid Workstream Goals 

Goal 1: 

Strengthening assurance of 
schools’ digital systems 

Description Strengthening the assurance of digital systems and applications 
used in kura and schools against interoperability, privacy and 
security standards, graduated according to the system-value and 
level of risk of each application.  

Quantification Potentially this will impact up to 2,500 kura and schools and their 
staff, more than 800,000 students and their whānau. The level of 
impact will depend on the current state of kura and school that take 
up the services. We expect the early adopters to be those in the 
most need. 

Timeframes Short (2-5years). 

Evidence and 
Assumptions 

Low awareness by schools of their exposure to cyber security risks, 
and a lack of appropriate standards for digital services is evident, in 
part, by recent cybersecurity events.  

Implications Implications will be assessed as part of Business Case 

development. 

Goal 2: 
Lift capability in critical areas 

Description Lift the capability in the most critical areas starting with SMS and 
other digital systems and applications, such as schools’ networks, 
that are critical to school operations and/or that store sensitive data. 

Quantification Potentially this will affect all participates in the digital schooling 
market.  Approving the services offered within the market, and 
therefore those utilised by the sector.  

Timeframes Short (2-5 years) 

Evidence and 
Assumptions 

As per impacts table. 

Implications Implications will be assessed as part of Business Case 

development. 

Goal 3: 
Review regulatory settings 

Description Review regulatory settings to ensure compliance with the standards, 
establish opt-out conditions where these can be applied, and 
mandate requirements to report cyberattacks and privacy breaches. 

Quantification All necessary regulatory settings are in place 

Timeframes Short 

Evidence and 
Assumptions 

Assumes that a regulatory review will be required, to enable 
introduction of standards for software providers, require mandatory 
reporting, and adjust Boards of Trustees responsibilities.  

Implications Implications will be assessed as part of Business Case 

development. 
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Goal 4: 
Establish appropriate 
procurement and contracting 
arrangements 

Description Establish appropriate procurement and contracting arrangements, 
across a broad suite of services and system classes to enable the 
central procurement and management of core digital services to 
kura and schools including on-the-ground digital support. 

Quantification Potentially this will affect all participants in the digital schooling 
market. Approving the services offered within the market, and 
therefore those utilised by the sector. 

Timeframes Short - Medium 

Evidence and 
Assumptions 

Kura and schools face increasing cost pressures relating to digital 
services and system protection. These pressures serve to increase 
the digital divide for smaller schools, who are unable to leverage 
economies of scale to procure resources or access the resource. 

Implications Implications will be assessed as part of Business Case development 

Goal 5: 
Provide integrated, bundled 
digital services 

Description Provide a set of integrated digital services to kura and schools on an 
opt-in basis comprising the core set of functions necessary to 
operate safely and effectively. 

Quantification Potentially this will impact all kura and schools and by extension all 
school staff, students and ako; up to 2500 kura and schools with 
over 800,000 students.   

The level of impact will depend on the current state for those kura 
and schools that take up the services. Though it is expected that the 
early adopters will be those in the most need. 

Timeframes Short - medium 

Evidence and 
Assumptions 

Assumes that current burden and capability /capacity constraints are 
greater for small-medium and rural/regional education providers 
which have less access to relevant and affordable expertise. 

Implications Implications will be assessed as part of Business Case development 
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Annex 8: High Level Programme 

Below is the high-level programme for the Programme Business Case.  

Figure 21: High-level programme 
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Annex 9: Initial Risk register 

Below are the top ten risks for the programme. The full risk register is available on request from the 

Programme team.  

Table 19: Top 10 Risks 

ID Risk description Likely Impact  Mitigation  

1 Unclear Governance R&R while developing 
the PBC 

M H Agree the Governance Structure and 
R&R for the Strategic Assessment. 
Confirm a MoU for the Governance 
team. 

2 Commercial model does not receive expected 
uptake because the delivery method is not 
preferred by kura and schools. 

H H Testing of assumptions for a 
commercially favourable opt in 
opportunity. Strong communications 
campaign. 

3 Delivery slippage due to Gate system and 
prolonged Regulatory Impact Assessment 

H M Confirm requirements early with 
Treasury and run in parallel. 

4 The public and political perception risk if we 
have a significant CyberSec attack after 
spending 6-18 months of our bid funding i.e., 
we are heavily invested but perceived as mis-
handling the problem. 

M H Tactical workstreams to mitigate key 
threats. 

5 N4L are not appropriately engaged and results 
in relationship damage and reduced 
cooperation.  

L  M Communications strategy and early 
engagement with N4L 

6 Delay to N4L and TiS Network Strategy for 
schools to inform the procurement of Managed 
Network 3.0 to enable a 9-month procurement 
process and subsequent 9-month rollout cycle 
by 01 Jan 2024 when N4L contract with Spark 
expires. 

M M Map in the overall all programme as 
an identified dependency and raise to 
the Governance Board if delay 
occurs. 

7 Appetite to fund short to medium-term tactical 
improvements, which means more flexibility, 
but residual risk is higher, and services are 
less stable. A  

H H Develop a multi-year strategic PBC 
approach that is a medium-term 
programme with a view to the longer 
term to provide a more stable service 
with low residual risk. 

8 Communications and Engagement is not 
significant enough to gain key stakeholder 
support or inform stakeholders and the market 
of the intended delivery model changes.  

M H Strategic Advisor resource available 
to the programme to support the 
development and implementation of 
engagement using appropriate 
communications support.  

9 Resources for the programme not in place - 
either a delay in recruitment or unavailability in 
the market.  

M M Weekly stand ups to confirm 
progress. 

10 Scope creep. Inclusion of a wider set of 
deliverables that result in an overly complex 
and undeliverable programme of works.  

H H Limit the inclusion of additional 
requirements by phasing the 
programme into manageable parts.  
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