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[bookmark: _Toc132368679]Background
The Ministry wants to make sure everyone’s:
privacy is protected
digital information is safe. 
Digital systems need to be able to confirm that a person is who they say they are. This is especially important when the system is being used for educational assessments and results.

[bookmark: _Toc132368680]What is the problem? 
When students are doing their National Certificate of Educational Achievement (NCEA), they need to be able to login to the New Zealand Qualifications Authority (NZQA) to sit online exams, submit work, and to see their results (Record of Achievement). 
[bookmark: _Int_UAvfY1IS]Students currently have to:
use different logins for their school systems and for NZQA 
use their separate login for NZQA when they leave school, to access their results.
This can add to student stress, especially if students forget their NZQA login before an online exam or a submission deadline. It can lead to lots of urgent work for schools and NZQA to do.
[bookmark: _Toc132368681]How are we fixing it? 
The Ministry of Education has set up Digital Identity for Online Learning (DI4OL) to make these tasks easier. 
When schools opt in to DI4OL, students will use their school login to access NZQA exams and results. 
DI4OL will only use a small part of the information that schools already share with the Ministry. DI4OL protects students’ personal information by:
not storing passwords or other verification such as facial recognition
only linking with trusted education applications. 

[bookmark: _Toc132368682]Terms used
To keep the language simple in this document, the terms ‘school’ and ‘student’ include kura and ākonga. A te reo Māori version of this document will be available in the Privacy section of the DI4OL webpage DI4OL Privacy in the future.
[bookmark: _Toc132368683]About Digital Identity for Online Learning
[bookmark: _Toc132368684]How does Digital Identity for Online Learning (DI4OL) work?
DI4OL acts as a go-between. It redirects student’s NZQA login requests to their school Microsoft or Google account login. Once the student has entered their login details correctly, DI4OL lets the NZQA system know that the student’s identity has been confirmed, and NZQA lets the student into the site.
The student’s school account is acting as an identity provider. An identity provider is a service that confirms you are who you say you are online. 
DI4OL uses the student’s National Student Number (NSN) to make sure that the student is given the correct access to NZQA. Students are given an NSN when they start in education (usually early childhood or school).

[bookmark: _Toc132368685]Who will use DI4OL?
Schools can opt in to using DI4OL for NCEA-level students from early 2024. 
In the future, students may be able to login to other learning applications such as Mathletics. If you go to the Ministry of Education website and search for DI4OL, you will be able to see what apps and sites can use DI4OL login.

[bookmark: _Toc132368686]How do students get to use DI4OL?
Students doing NCEA assessments will use DI4OL to login to NZQA if their school has opted in to DI4OL. Students may also use DI4OL to check their results if they have previously attended a school that has opted into DI4OL. 

[bookmark: _Toc132368687]What happens when a student is about to leave school?
Before leaving school, students will be able to create a link to one of these personal accounts:
Apple
Google
Microsoft
RealMe. 
This allows them to use their personal account’s login to see their results when they have left school.

[bookmark: _Toc132368688]Privacy
[bookmark: _Toc132368689]Why is privacy important?
When we say ‘privacy’, we mean keeping people’s personal information safe. 
In New Zealand, the main way we make sure personal information is kept safe is through the Privacy Act 2020. 
[bookmark: _Int_np4Xn9cd]Privacy is also part of some international agreements, such as the United Nations Convention on the Rights of the Child (UNCRC). (This link has a child-friendly version as well as the full text.)

[bookmark: _Toc132368690]What is personal information?
Personal information is any information about a person that allows someone to identify them. Personal information doesn’t have to include their name. It could be something like their phone number, home address, or gamertags.

[bookmark: _Toc132368691]The Privacy Act 2020
The Privacy Act 2020 tells people and groups how they are allowed to collect, store, use and share your personal information.
It makes sure that:
you know when your information is being collected
your information is used and shared appropriately
your information is kept safe and secure
you can get access to your information.
The Privacy Act has thirteen principles, as well as guides for specific areas. You can get more information about the Privacy Act 2020 in these places:
Office of the Privacy Commissioner
Netsafe’s OWLS (child-friendly explanation).



[bookmark: _Toc132368692]The Privacy Impact Assessment
[bookmark: _Toc132368693]DI4OL and privacy
The project to set up DI4OL has focused on making sure learners’ personal information and login details will be kept secure.
To do this, the Ministry needed to find the answers to questions like:
Can information be shared between NZQA and the other parties securely? 
Will shared information be kept to the minimum required for the system?
Will learners’ information be stored so it can only be accessed by people and functions who need it?
Will each learner be able to see all their own information and no-one else’s?
These questions and others have been looked at in the Privacy Impact Assessment.

[bookmark: _Toc132368694]What is a Privacy Impact Assessment?
A Privacy Impact Assessment (PIA) works out privacy risks and ways to reduce them. 
The PIA for DI4OL also looked at risks related to using a student’s National Student Number (NSN).  

[bookmark: _Toc132368695]What is Assessed in the DI4OL’s PIA?
The DI4OL PIA assesses the privacy impacts under the following topics:
how DI4OL will work
how the Privacy Act and UNCRC principles are met
how the Government’s Data Protection and Use Policy (DPUP) is met
what the privacy risks are and how are they will be managed.
Each of these is explained more in the next sections.



[bookmark: _Toc132368696]How DI4OL will work
What processes are not affected
These things will be the same when DI4OL is used:
how a student enrols at a school (including what information is collected) 
how information is used by a school 
how information is shared with the Ministry.

What information is collected 
When enrolling at a school, the student (or their parent/whānau) is asked to share personal information that the school needs. This includes the student’s name and date of birth.
If the school gives students a school email address, the school will add students’ details to the Microsoft or Google system the school uses.
The details added are the student’s name, preferred name, and school email address. If the school is enrolled in DI4OL, the student’s date of birth, and National Student Number are also included. 

What will it be like to login to NZQA with DI4OL?
The only difference for the student is that they use their school login, rather than a separate one for NZQA.
When a student tries to login to NZQA, they will:
Choose the option to login with their school account.
Fill in their school login details.
Access the NZQA site for online assessments or their results. 
[image: This diagram illustrates the text explaining the process for a student signing in, through the student experience lens.]
Figure 1: Student login experience



[bookmark: _Toc132368697]What happens behind the scenes?
This section gives an overview of the technical process behind student login. Detailed information is given in the PIA in the Logical view and data flow section.

[image: This diagram illustrates the text explaining the process for a student signing in, including the steps that happen in the background]
[bookmark: _Ref129072566][bookmark: _Ref129072479]Figure 2: Process around student login
As shown in Figure 2, the process for the student login is:
The student:
1. Goes to the NZQA login screen.
Chooses the option to login with their school account.
NZQA:
Forwards the login request to DI4OL.
DI4OL:
Forwards the login request to the identity provider (Microsoft or Google).
The identify provider:
Prompts the student to enter their login details.
Confirms the login details are correct.
Sends DI4OL the confirmation of the student’s identity.
DI4OL:
Forwards the confirmation of the student’s identity to NZQA.
NZQA:
Allows the student access.
[bookmark: _Toc132368698][bookmark: _Hlk129352796]Privacy Principles
[bookmark: _Hlk129355653]The privacy principles that most apply to DI4OL are:
Principle 1   - Purpose for collection
Principle 3   - What to tell the individual about collection
Principle 5   - Storage and security of information
Principle 10 - Use of personal information
Principle 11 - Disclosing personal information.

[bookmark: _Toc132368699]United Nations Convention on the Rights of the Child
The United Nations Convention on the Rights of the Child is divided into articles. The PIA considered how well the DI4OL contributes to the best interest of the child, by:
protecting the child, including their privacy (articles 3, 16)
ensuring children can reach their potential (articles 28, 29)
protecting a child’s information so it is not used to disadvantage the child (article 36).

[bookmark: _Toc132368700]Data Protection and User Policy (DPUP)
The Government’s Data Protection and User Policy (DPUP) is based on five principles that aim to build trust. The principles also encourage data practices that focus on the wellbeing of people and communities. 
The PIA assessment checks the DI4OL project will meet the DPUP principles.
You can learn more about DPUP at Learn about DPUP.


[bookmark: _Toc132368701][bookmark: _Hlk129356235]Risks
Deciding the risk level helps work out how much effort needs to be put into making sure a harmful event doesn’t happen. 
[bookmark: _Int_4rltNUh7]The risk level of a possible event is based on:
how likely it is that it will happen
how much harm it may cause. 
A risk can be reduced by making it less likely to happen, or by reducing the harm the risk may cause.
Here is an image showing how likelihood and harm interact to give different levels of risk:
[image: An image showing how the likelihood of something happening is combined with the amount of harm the event will cause, to create a risk level. 
For example, if something will almost certainly happen, and will cause a tiny amount of harm, will be a very low level risk.
Something that is unlikely to happen, but will cause significant  harm, would have a moderate risk.
Another event that is very likely and will cause major harm would be an extreme risk. ]
Figure 3: Examples of risk levels
Source: Crashoverride on Twitter 2018.
[bookmark: _Toc132368702][bookmark: _Hlk129356134]How does DI4OL manage the privacy risks?
The PIA worked out that there was one moderate-level risk and eight low-level privacy risks in DI4OL.
[bookmark: _Toc132368703]The pilot
The first step in managing the risks was to run a pilot to check:
that DI4OL works and keeps information secure
how easy DI4OL is to use
[bookmark: _Int_fisTfsk3]that the advice and guidance MoE provides is useful
whether privacy policies and processes in schools will need amending because of DI4OL.
[bookmark: _Toc132368704]Managing the moderate level risk
The moderate-level risk comes from DI4OL linking to systems which may have poor security.
We are managing this risk in DI4OL, by:
having strong security systems
encrypting data 
strictly limiting who has access to change DI4OL
only collecting information that is needed 
making sure students can review and update their information 
clearly stating who is responsible for what
having processes to make sure that everyone continues to do the right thing
having outside experts review DI4OL processes.
[bookmark: _Toc132368705]Managing the low-level risks
The low-level privacy risks already occur in some schools and service providers. The Ministry of Education will manage these risks by providing advice and guidance.
Some schools, or service providers may:
collect, use, or share personal information in ways that aren’t appropriate
not explain privacy and personal information in a way that is understood by students, whanau, and parents.
When schools opt in to DI4OL, they:
· might not tell students and parents/whānau all the information about the change.
· students may reuse or share passwords or choose poor passwords.
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